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ABSTRACT: The residue number system (RNS) has emerged axr&sﬂmg/g{lféh@tive number representation for the
design of faster and low power multipliers owingit® merit to distributg(zﬁbqg integer multiplizat into several
shorter and independent modulo multiplications.sTimodulo multiplicaﬂ@q\\i%mequently used in daiprocessing
systems at the encryption and decryption of PK8ljpukey cryptogﬂiﬁhy) algorithms are performed repeated
modulo multiplications these multiplications diffsom those encounte d-in signal processing anergécomputing
applications. In this method we are using radixBM technique fdriparﬂal product generator andiaho addition by
: i i N
prefix adders. It is over comes the previous mestaalay prob}e\gm =
~ O

PKC.
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Lossless communication with high secrecy and sgcigi g,i‘i?e in present scenario In order to aghiesecrecy and
security generally we prefer cryptographic techeigBasical \yﬁhere are two types of cryptogrageahniques named
as public key cryptography , private key crypto@ym{h@ cryptography technique converts plain i&o cipher text
using some key which is not readable format cbttjmja‘:w it transmitted through channel again ciphgt ite converted
into plain text at receiver end using key , if we asing same key at transmitter and receiven this called as
public key cryptography , if we are using differdwetys at transmitter and receiver then it idechhs private key
cryptography ,but public key cryptograpfh\ has madgantages and high performance compare to priRat¥EST,
Shamir, and Adelman (RSA) and elliptic_curve cogyaphy (ECC) are two of the most well establishad widely
used public key cryptographic (PKC):algorithms. Téreryption and decryption of these PKC algorithems per-
formed by repeated modulo multiplications [1]-[3]hese multiplications differ from those encounteiedsignal
processing and general computin% plications éir theer operand size. key sizes of RSA and EGEtyaically
very high ,hence the key mgltl‘p\‘blgt n becomesyvdifficult and the long carry propagation of larg@eger
multiplication is limited the entire-system perfante ,other system come into existence is Theuesidmber system
(RNS) RNS has also been successfully employeddigaéault tolerant digital circuits [1], [3].

A RNS is defined by a set of pair-wise co-primedmli,{L 1,L,....Ln} such that any integer X within the

dynamic range (DR) i.d]; L;,is represented as a N-tufier,Xo....Xn}, where x is the residue of X modulo
[4]-[6].RNS multipliers based on generic modulhave been reported in [1]-[7]. However, specmoduli of
forms 2' or 2'+1 are  preferred over the generic moduli duthéoease of hardware implementation of modulo
arithmetic functions as well as system-leugtler modulo operations, such as RNS-to-binaryweosion and sign

detection [7]-[9]. The most popular of these spkeenoduli sets is the triple modulise{th-l,Zn,Zn+l} which

however has a DR of only 3n bits. It is obwdhat the DR of an existing  moduli set can kiereded by
appending many small word- length moduli or a fengé word-length moduli. It has been shown thatsiheed of
RNS processor is increasingly dominated by thedtesiarithmetic operation rather than theone-tinmevdod or
reverse conversion [10]

This paper focuses on the design space explorafianithmetic operation in one of the two special modLe., The
modulo 2-1multiplier design. The Montgomery modulo multgation, while computing the modular productwithout
trial division, is modulus-independent and incapalfexploiting number theoretic properties of mad
larithmeticforcombinational circuit simplification. Theqgpertiesof modulo 2n -1 arithmetic were most dffedy
exploited for the full adder based implementatiéormedulomultiplier, the multiplier bits were nehcoded, which
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lead to higher implementation area and longer gdaptioduct accumulation time. In [10] and [11], tfelix-4 Booth
encoding algorithm was employed to reduce the nurobeartial products to|n/2]+1and|n/2|, respectively. The
shorthand notationfajand |a] anddenote the smallest integer greater than or equé&’t and the largest integer
smaller than or equal to ‘a’, respectively. Witlghiér radix Booth encoding, the number of partiabpicts is reduced by
more than half and consequently, significant reiduacin silicon area and power dissipation is feles[th1]. The radix-

8 Booth encoding reduces the number of partial wetsito| N/3|+1, whichismore aggressive than the radix-4 Booth
encoding. However, in the radix-8 Booth encoded nhmd@'-1multiplication, not all modulo-reduced partiabgucts
can be generated using the bitwise circular-leift-giperation and bitwise inversion. Particularthe hard multiple
|+3X]2"-1is to be generatdy an nbit end-around-carry addition of X and Zbhe performance overhead due to
the end-around-carry addition is by no means friaied hence, the use of Booth encoding formodtiaraultipliers
have been restricted to only radix-4 in literatréhis paper, we propose the first-ever familyasi-area and low-power
radix-8 Booth encoded modulb2multipliers whose delay can be tuned to matchRN& delay closely. In the proposed
multiplier, the hard multiple is generated usingairword-length ripple carry adders (RCAs) opergtin parallel. The
carryoutbits from the adders are not propagatedrbated as partial product bits to be accumulatetie CSA tree. The
effect of the RCA word length, k on the time conxities of each constituent component of the muéipiks analyzed
qualitatively and the multlpher delay is shownlte almost linearly dependenf O?N\he RCA word-len@bnsequently,
the delayof the moduf'- -1multiplier can be directly controlled by the wg)lei’-rbm of the RCAs to equal the delay of

the critical modulo multiplier of the RNS. By meams moduI02 -1, \m?;metlc properties, we show that the
compensation constant that negates the effeceddidts introduced in this proﬁesscanbe pre-computeédmplemented by

direct hardwiring with no delay over head for adlaible combinatio ~of nand K is shown that the proposed
multiplier lowers the area and powerdissipationttef radix-4 BootF\\engoded modul- -1multiplier under the delay

constraints derived from various high dynamic raRjS mul'uphg@ o

The paper is organized as follows. Section Il dbeSHkg \?ad|x8 Booth encoding algorithm for madul

multiplication.Proposed radix-8 booth encoded modmiultlgherde&gn is described in Section lIl. In Section
IVProposed adder structure,In Section V. smulatre&ults, ‘paper is concluded in Section Vland medld by
Acknowledgment and references. \\J‘/
\ \ \
Il. RADIX-8BOOTH ENCODEDMODUI%O MULTIPLICATION ALGOR ITHM
(N

Booth multiplication is a technique that allows fmialley faster multiplication circuits, by recodithe numbers that are
multiplied. It is the standard technique us nQ>meS|gn and provides significant improvementgrothe "long
multiplication" technique. Recoding of binary-nurrbevas first hinted at by Booth four decades agac krley proposed

a modification of Booth's algorithm a decade aft€he modified Booth's algorithm (radix-4 recodingarts by
appending a zero to the right of x0 (multiplier' )SBriplets are taken beginning at position x-1 aodtinuing to the
MSB with one bit overlapping betwee adjacent ¢figl If the number of bits in X (excluding x-1)ddd, the sign (MSB)

is extended one position to ensure that the lgdetrcontains 3 bits. In every step we will gesigned digit that will
multiply the multiplicand to generate a partial guot entering the Wallace reduction tree. The r8dBooth encoding
reduces the number of partial prod cts to whicin@ge aggressive than the radix-4 Booth encodingvever, in the
radix-8 Booth encoded modu®'-1 multiplication, not all modulo-reduced partial duwts can be generated using the

bitwise circular-left-shift operation and bitwiseversion. Particularly, the hard multid}e3X|2n.1 is to be generated by
an n -bit end-around-carry addition of X and 2X. &dhapplying Booth encoding to a k-bit digit, theuking encoded

digit value is in the range [-2k+2,2k-2].Or radix I8=3 and the encoded multiplier digit is in thega increases the
complexity of the design

re—1 n—

LetX = S @i -29nd Y = 3070 wi -2° represent the multiplicand and the mudtipbf the modulo2"™
Imultiplier, respectively. The radix-8 Booth encaglialgorithm can be viewed as a digit set conversibrfour
consecutive overlappingmultiplierbjisi+2Ysis1Ysi(Ysi-1)to a signed digit, i€ [-4,4] for i=0,1.....] [n/3]The digit set
conversion is formally expressed as

ai=Ysi 11+Ysit2Y3i01-4Y3142

WhereY_]_zYnzYn+2:Yn+]_:O

As by the modified booth algorithms we notice that

The partial products will not be decreased forxadiand where as the partial products will bed#d by factor of twoin
radix_4 .but if we need to reduce the partial potslufurther means you need to go for the radix-& dgeneral
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implementation of radix_8 is differs from our caosttbecause our architecture itself performing tloglulo operation .so
that, the detailed description towards the proposetthod is disused below Radix-8 table summartzestodulo-reduced
multiples of X for all possible values of the rad@Booth encoded multiplier digit;,dvhere CLS(X, J) denotes a circular-

left-shift of X by j bit positions. Three uniquegperties of modul®"-1 arithmetic that will be used for simplifying the
combinatorial logic circuit of the proposed moduialtiplier design are reviewed here.

Table |
Modulo-Reduced Multiples for the Radix-8 Booth Edicm

d; PP d; Aia%-1

O OO0 .. 000 o0
= Al Kpn2H---AaKXpl--- Xmnsd =
=2 -I'x.-:-auiIn-&-a----r-sxn-l----In-]-z.;f’;\\\ CLS{x.13
+3 +33 +3 3.8
+4 Inéé“ixz*—"---xlxz—l----?E:ﬁ\w_’-?—/z"% CLE(A.I)
= Xn 3-3%n 43 - X0Xn-1 - - -f\&-_?-g\;:«\;//} CLS(x 2)
3 3 33020
-2 X023 n-3-% - - - -0 Xn-] /,\\7/ n-1-5i CLS{2x.1)
=1 TR - I L i

0 1111-.-,,.,{*.:\:?{ 11 1.1

/// \ \\/

From the below properties of modulo arithmetic \agn{)tice that hard ware implementation of moduldtiplier can be
reduced. -

The design architecture reviewed here -

1) Property 1:The moduld'2 redug:t\f:
word as follows: \ -

X

AN

an_| — @

2) Property 2:For any nonnegative integer, theqaieity of an integer power of two over
Modulus can be stated as follows:

= |2i‘2n—1‘

|2t = ‘|2“'”’|2=»71 (2 ol

Property 2 ensures that the modulel2eduction of binary exponents can be implememt@t no logic cost. As a
corollary, the modulo 21reduction of the product of a binary word X amdimteger power of two, 2j, is equivalent to
CLS(X, J). This property can be formally expresasdProperty 3.

3) Property 3: For j<n
n—j—1 o n—1 o
= Y @2 Y 2= OLS(X ).

i=0 =n—j

17X

In Table above ,the moduls-1reduction for de{+1,+2,+3,+4} are replaced by simple bitwise inviens and bitwise
circular-left-shift of X using Properties 1 andr8spectively.
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MBA reduces the number of partial products by actdr of two, without requiring a pre-adder to prod the partial
products. In general, there will be [n+2/2] parigbroduct where ‘n’ is the operand length. Heregduces the number
of partial Products by half but requires a carrppgagate add to produce the “3M” multiplier, befdhe partial
products are generated. The implementation of r@dbartial products is two types Soft multiple amard multiple,
soft multiple can be generated by simple bitwisgeision and bitwise circular-left-shift. For redamd 2 we
performing CLS by one position as well as for 4fpening CLS by two positions as we discussed invalyroperties,
for redundant ‘0’ partial product will '0’,for ‘15ame multiplicand number will present Where ascan’t generate
hard multiple i.e.3, 5, 7...etc using CLS or Anyet shifting operations. So we need to design 3Xvim  Ways
i.e., 2X+X or 4X-X if we design 3X using 4X-X hamdare Circuitry will increase, another way to implent is
2X+X.Hense the hard ware circuit will decrease carego 4X-X.

XT =B KO =3 3 e L ot | xl =0 xO x7
R 1 M _4&5 = . 070t i
F |t F I—1 F F i1 F 1 F —t1 F —1 F
2 NS
~
55 S Sk . 3 (=2 sh 0
“*EH_EH_H_H,_H_,P/C“\\ H ] | H
\\\7\\
> —.
r;":-};.jl".-' L::-};‘j]ﬁ |__":-?-;j|f- r_3;=gJ4 5;-.;:{/ = 1"—- [3.;;3'1 | 3=io
0, N
S/%OQ
Fig 1: Generation of |3X }". 1)d i bit RCAs.
The abovetechnique for computation involves twot/ 7pfopagate additions in series such that dagy

propagation length is twice the operand lengthHe o\rst case, thelatearrivalof the may considgralelay all
subsequent stages of the modulo multiplier. Herlhes o) roach for hard multiple generation can angér
categorically ensure that the multiplication in thed[To hannel still falls in the noncritical patha RNS multiplier.
In what follows, we propose a family of Iow—ﬁéwén low-area modulo multipliers based on the radiRebth
encoding, which allows for an adaptive controlhﬁ?ﬂéfay to match the delay of the critical modthannel of a RNS
multiplier.

propagation between the adders. Fig.: \hows tiditian for and,The idea is to form the 3M multipkea partially
redundant form by using a series-of's all lengttheasl with no carry propagation between the adddris. causes fast
generation of 3X operation Wim\:\\‘ ire for spiedfapplication and area and power will reducedrdtically with

our proposed adder structure

M
us
§]

Fig 2: Generation of Proposed |3X{",
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)

From the above we can notice that after \%g\%arual products along with the intermediatergageneration with
number that to be added to the addition-prt

swder to archive the moduld-2 multiplication , our architecture
r ad8a& adder and the parallel prefix adder are dsedddition

~

A
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-~ -+

| ™Elapslanlo Carrrwr-Frroproamate ol ol e e |

=

Fig 5. Modulo (2-1) multiplier architecture

Our proposed technique should perform multiplicafior both hard multiple and soft multiple we capredict whether
the soft multiple or hard multiple our proposed ht@que should perform hard multiple and soft midtip
multiplication depends upon requirements.

Radix-8 Booth encoded modulo 21 multiplication with partially —redundant partial products
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The above architecture consists of booth seleBt) and booth encoder (BE) .These two are the itapbelements of
our architecture, the functionality of booth enaoideio select the partial redundant bit for givealtiplicand grouping it
will generate SEL X, SEL 2X, SEL 3X, SEL4X and sigepends on given input group that will be fedhe input of

booth selector. Along with the booth encoder infagsth selector consists of X, 2X, 3X, 4X as inpdépends upon
condition any one of output will be gives as inpotthe XOR gate. Generally XOR gate deals with demgnt

generation based on sign give by the booth encoder

>N
(N
Fig 6: (a) Booth encoder . //w Bopth selector
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Fig 7: Modulo-reduced partial protgeneration

IV.PROPOSED ADDER STRUCTURE
After generation of partial products we need to eidpartial products, intermediate carry terms @astant number in

order to achieve the moduld-2 multiplication For that we are adding with CSAdaparallel prefix adder Structure
were used in our proposed architecture .detailedrg®ion towards the adder structure will desatibe
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Fig 8:8-bit parallel-prefix structure
A parallel prefix adder can be seen as a 3-stageeps namely Pre-computation,Prefix and Post-caatipat

Pre-computation:

In pre-computation stage, each bit computes ityy@@nerate (g)/propagat (%s nals and a tempgtan as below.

These two signals are said to describe how they@autr signal will be han .

Prefix:

In the prefix stage, the group carry generate/myafmsignals are c to form the carry chadh @ovide the

carry-in for the adder below. Various signal grdphshitectures ¢ @ﬁused to calculate the carny-for the final
—/

sum. A few of them are as follows. -
Post-computation: %Q
In the post-computation stage, the sum and cartyamifinally produced. The carry-out can be ordiifeonly a sum
needs to be produced.

Fig 10: Simulation Results (16-Bit)

V. CONCLUSION

In conclusion, a new approach for multiplicationdutw (2- 1) is proposed. Similar to the binary multipli¢he
generation of the partial products is accomplishgdRadix-8 modified booth algorithm. The CSA treeapplied to
reduce the speed for compression of column siza Kdo two. To completely utilize the unequal delayadiill adder,
an algorithm for delay optimization of the CSAtrieedeveloped,The resultant propagated carry and feom CSA
adder is fed to parallelfex adder to achieve moduldtiplier output. The proposed approach of 16+bibdulo
multiplier exhibits superior performance, in terofsither speed of hardware requirement, in corsparvith a recent

Copyright to IJAREEIE WWWw.ijareeie.com 1995



ISSN (Print) : 2320 — 3765
ISSN (Online) : 2278 — 8875

International Journal of Advanced Research in Eledtical, Electronics andinstrumentation Engineering
Vol. 2, Issue 5, May 2013

counterpart for the same purpose. In addition, gheposed tultiplier modulo (2- 1) shows an extremely regul
structure and isery suitable for VLS| implementatic

Future Work:

Montgomery modular multiplication algorithm is a W-known method that is employed in efficient modt
multiplication architectureand therefore is widely used in GF (p) elliptic\eiapplication:

he complexity of Montgomery multiplier makes thetbeg process a big challenge. A methodology farettgping
testing modules is introduced imcluding a sekttesting block in the mulblier's systenwillbe beneficial and will
reduce the time and effort for testing. A +testing block will perform Montgomery multiplicatioof hardwirec
numbers and compare the result with predefinedegalé flag bit can be used to indicate an el

Power dissipation study of the design is also ngéa¢he context of power differential attack. Thipe of attack on
cryptographic system tries to deduce parametertheofsystem by observing system's power dissipafibis study
would be applicabléo show the adequacy of this design approach -power devices, such as portable compt

More study need to be done to see the effect diyaqgpre-timing techniqug@?—design, and how the-timing
will affect the performance of the desic Some investigations need to(be done to show howatie-4 design
presented in this text can be extended to coveunifeed architecture as/pre\ ted.The integration of multiplicatio
and exponentiation can be included as part of dwee c-processor. ‘\Ew\

7 T
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