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ABSTRACT: With the advancement and spreading of internet, online information sharing becomes prominent. This
information can be of text, images, audio or video. However, the security of information in open network is very
crucial hence encryption is required. This paper briefly reviews some image encryption techniques and then various
chaos image encryption techniques are discussed.
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I.LINTRODUCTION

In today’s world, since all networks are interconnected to global net, the security of data being transmitted and stored
becomes crucial. To secure them from unauthorized access, an encryption is required but the present encryption
schemes which are mostly used for text are not suitable for multimedia data due to-

¢ High redundancy

e Bulk data capacity

e |ts perception

e  Strong correlation among adjacent pixels
Image encryption [1] is a term used for masking of some information of adjacent pixels of image to protect it from
unauthorized access. To better understand the encryption, a brief concept of cryptography is explained. It is of two

types-
1. Private key
2. Public key

In private key cryptography, the sender and receiver concur on a common secret key before they communicate.
However, a secure channel for key agreement between them is critical. Fig.[1] shows the basic diagram of private key
cryptography.

The cipher text ‘C’ is meaningless without the use of secret key ‘K’. But as the receiver uses same secret key ‘K’, the
jumbled information is converted into original plain text ‘P’.
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Cipher .
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Fig.[1] Private-key cryptography

Copyright to IJAREEIE DOI:10.15662/IJAREEIE.2016.0507077 6287



ISSN (Print) : 2320 — 3765
ISSN (Online): 2278 — 8875

International Journal of Advanced Research in Electrical,
Electronics and Instrumentation Engineering
(An ISO 3297: 2007 Certified Organization)
Vol. 5, Issue 7, July 2016
In public key cryptography both sender and receiver has a pair of public and private key. Public key, used for

encryption, is openly announced whereas private key, used for decryption, is confidential. Fig.[2] shows the basic
diagram of public key cryptography.

Receiver’s public Receiver’s private
Encryption Key Ke Decryption Key Kq4
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Fig.[2] Public-key cryptography

In the basic image encryption model, the encryption is done via permutation, substitution and their combination. Image
encryption-decryption, likewise textual encryption-decryption requires an algorithm and a secret key. Fig.[3] shows the
basic image encryption model

Image g Image > Cipher c_ode
Encryption (encrypted image)
User P
Defined Key
Decrypted Image
(Original) Image [« Decryption User defined
Key

Fig.[3] Image Encryption Model

Due to the inherent properties of chaos, such as quasi-randomness, dependence on initial conditions, ergodicity, system
parameters and sensitivity, so many researches has been done in the last decade and it becomes a promising alternative
aver the conventional cryptography algorithms.

Il. LITERATURE REVIEW

Depending upon the requirement so many private key image encryption models are proposed by researchers. Here, some of
them are briefly covered. But main focus is given to chaos based image encryption techniques. In the survey of many existing
schemes, a moderate or even low security is found. Finally, to increase the efficiency required for real-time operation
purpose, a modified chaotic image encryption technique is proposed.
The main private key image encryption techniques being used today are-

a) Selective Bit Plane Image Encryption: When encryption time is important aspect then this encryption scheme is

used. In this, in spite of encrypting whole image, a small portion of image is encrypted. But there is no convincing
approach to determine which portion of bit plane is to be used for encryption [2] [3].

b) SCAN based Encryption: When image security is important aspect then this encryption scheme is used. In this, the
plain image is described by SCAN language after serializing into 1D data stream. SCAN letters corresponds to
several scanning orders and combination of them is SCAN string. Different SCAN strings form different kinds of
secret images. This SCAN string is the encryption key for the given 2D image array. During encryption, noise is
combined with SCAN string at particular image points. Since only the authenticated user knows the correct SCAN
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combinations hence it provides secure image encryption. But due to lack of compression, the size of image becomes
an issue [4] [5] [6].

¢) Image Compression based Encryption: Before combining encryption and compression some special measures are
required. Generally, entropy encoders are used by many researchers for this. In entropy encoding, for security point
of view, multiple statistical models are used in certain secret order to encode and decode. But for proper
reconstruction input should be identical to the output of encoder. These schemes also depend upon codec [7] [8].

d) Chaotic Image Encryption: Due to the inherent properties of chaos, chaotic dynamics gains interest over

traditional cryptography techniques of researchers. Chaos based cryptography is based on the complex dynamics of

non-linear systems or maps which are deterministic but simple. Hence, it is able to provide a fast and secure
encryption which is the prime requirement for multimedia data transmission. Some of the image encryption models
based on chaos theory are reviewed-

.G. A. Satish Kumar et al. in ‘A novel algorithm for image encryption by integrated pixel scrambling plus

diffusion[11SPD]utilizing duo chaos mapping applicability in wireless systems’ proposed an algorithm in which

permuting address for rows and columns is calculated by bit XOR adjacent pixel values of original image. After
scrambling pixels, diffusion is performed which is based on two chaotic maps. Since, it has higher key space, higher

degree of scrambling and lower time complexity, it is very useful in real time applications [9].

i.Fuyan Sun et al. in ‘A novel image encryption scheme based on spatial chaos map’ proposed an image encryption

scheme in which spatial chaos map is used to encrypt image in space pixel by pixel. The pixels are then confused in

multiple direction of space. Due to the natural properties of spatial chaotic system, image cannot be distinguished in

space [10].

.Hossam EI-din H. Ahmed in “An efficient chaos based feedback stream cipher (ECBFSC) for image encryption and

decryption’ proposed a chaos based feedback stream cipher which is based on chaos map and 256 bit external secret

key. Weightage is being provided to the external secret key corresponding to their positions which is used to

determine the initial conditions for the chaotic map [11].

iv.Linhua Zhang et al. in “‘An image encryption approach based on chaotic maps’ implements spatial S box and design

a key scheme for the prevention of gray code attack and statistic attack [12].

v.Ji Won Yoon et al. in “An image encryption scheme with a pseudorandom permutation based on chaotic maps’

proposed an encryption algorithm in which large pseudorandom permutation is used to generate small permutation

matrices [13].

.G. A. Satish Kumar et al. in ‘Image encryption using random pixel permutation by chaotic mapping’ proposed an

image encryption scheme in which PMMLCG and chaotic logistic map is used for random pixel permutation.

Through permutation and transformation of pixels in plain image, the chaos characteristics are spread into encrypted

image. Because of loss less encryption and highly resistive to various attacks, this scheme is vital for military and

medical [14].

.Vinod Patidar et al. in ‘A new substitution-diffusion based image cipher using chaotic standard and logistic maps’

proposed an image encryption scheme based on two chaotic logistic maps and an 80 bit external key. The external

secret key was used to derive the initial conditions for both logistics maps. The initial conditions of second logistic
map was modified according to the numbers generated in the range of 1 and 24, by the first logistic map. It is

noticed that by modifying initial conditions in this way, system dynamics becomes more random [15].

viii.J. C. Yen et al. in “A new image encryption algorithm and its VLSI architecture’ proposed an image encryption
method, BRIE (bit recirculation based image encryption) in which secret key is based on two integers and initial
conditions of logistic map. The bit recirculation of pixels is controlled by a chaotic pseudo random binary sequence
[16].

ix.Jiri Fridrich in ‘Symmetric ciphers based on two dimensional chaotic maps’ proposed symmetric image encryption
scheme based on 2D chaotic map. A two or higher dimensional discretized chaotic map is adopted for pixel
permutation together with another 1D map for diffusion. This approach is mainly good for large block size and has a
high encryption rate [17].

V|
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x.J. Scharinger in ‘Fast encryption of image data using chaotic kolmogrov flow’ proposed an image encryption based
on kolmogrov flow. In it the whole image is treated as a single block and a key controlled chaotic system is used for
permutation. The confusion in data is done through shift register based pseudo random generators [18].

xi.Jui-Cheng et al. in ‘A new chaotic key based design for image encryption and decryption’ proposed an image
encryption method, CKBA (chaotic key based algorithm), in which a chaotic system is used to generate a binary key
sequence which is then used to rearrange pixels and then masking with XOR is done [19].

xii.G. Chen et al. in ‘A symmetric image encryption based on 3D chaotic cat maps’ proposed an encryption method in
which for designing a real time secure image encryption scheme 2D chaotic map is generalized to 3D. The 3D cat
map is used to shuffle the positions of image pixels and security is being achieved by another chaotic map which is
used to confuse the relationship between original image and encrypted image [20].

xiii.Jiankun Hu et al. in ‘A pixel based scrambling scheme for digital medical images protection’ proposed an
encryption technique for large size digital medical images. In this simple pixel level XOR operations are used to
generate cryptographic key in such a way that the structural parameters of encryption becomes a part of it [21].

xiv.Long Bao et al. in ‘A new chaotic system for image encryption’ proposed a technique that constitutes three distinct
1D chaotic maps. The logistic map acts as a controller to generate random sequences. Then to obtain confusion and
diffusion substitution-permutation network (SPN) structure is used [22].

xv.Anchal Jain et al. in ‘A two layer chaotic network based image encryption techniques’ proposed a scheme in which
two layer chaotic neural network is used for encryption and decryption. To design weights and biases for neural
network a logistic chaotic map and for initial conditions an external key is used [23].

xvi.Hazem Mohammad Al-Najjar in ‘Digital image encryption algorithm based on multidimensional chaotic system and
pixels location” proposed an encryption scheme based on multidimensional chaotic system. The system dispels
pixels and changes the value of it. By substitution and scrambling, pixels values changes and scattered. The
proposed algorithm is insensitive to initial conditions and secure to any force attack [24].

xvii.Riah Ukur Ginting et al. in ‘Digital color image encryption using RC4 stream cipher and chaotic logistic map’
proposed an algorithm which after converting external key into initial value generates pseudo random numbers with
the help of chaotic logistic map. Then masking of plain image with pseudo sequence is done via XOR for encryption
[25].

xviii. Sukhjeevan Kaur et al. in “‘Image encryption using chaotic map and prime modulo multiplicative linear congruential
generator’ proposed an algorithm in which XOR masking is done on generated chaotic map random sequence and
original image pixel and scrambling is done for confusion using sequence generated by PMMLCG and chaotic map
[26].

xix.Arihant Kumar Banthia et al. in ‘Image encryption using pseudo number generators’ investigate two methods for
image encryption, linear congruential generator and chaotic logistic map. In the investigation it is found that both
techniques give good results depending upon input parameters [27].

111. PROPOSED WORK

From the survey of various image encryption techniques it is found those chaotic image encryption schemes is very good but
to further improve it, a new technique is proposed. In this, chaotic map in combination of LCG is used. With the help of LCG
random numbers are generated which is then used for row and column shuffling using chaos map and finally for masking
bitwise XNOR is used.
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Fig.[4] Proposed Image Encryption Model
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IV.CONCLUSION

Since the digital data is communicated in open network hence its security is very important. In this paper, basic concept
of encryption is explained and review of some very well known image encryption technique is done. From the survey it
is found that although all schemes have their merits and demerits but chaos based encryption scheme is best. And to
further increase the overall efficiency, another algorithm is proposed. In the proposed algorithm the two best known
schemes are utilized hence it can be very effective in encryption.
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