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ABSTRACT: Meta-recognition can be implemented in two different ways: a statistical fitting algorithm based on the
Extreme Value Theory, and a machine learning algorithm utilizing features computed from the raw scores. While the
statistical algorithm establishes a strong theoretical basis for meta-recognition, the machine learning algorithm is more
accurate in its predictions. Machine learning algorithm and its associated features for the purpose of building a highly
accurate meta-recognition system for security and surveillance applications. By comparing the machine based
algorithm and statistical algorithm and tells about which is the algorithm is highly accurate to recognize the image. In
this paper the methods are effective for a variety of different recognition applications across security and forensics-
oriented computer vision, including biometrics, object recognition, and content-based image retrieval.

I INTRODUCTION

The growing demand for highly accurate surveillance, intelligence, and forensics systems has propelled the
unconstrained recognition problem (1:N matching, or identification) to the forefront of computer vision research. Over
the past decade, excellent progress has been made toward the constrained and unconstrained verification (1:1
matching)problems. For controlled face verification, 99.9% accuracy was achieved for the FRGC set . For controlled
finger print verification, accuracies between 85.83% and 99.98% have been reported for the FVVC2006 set .

For uncontrolled face verification, 88.13% accuracy has been reported for the once very difficult LFW set.
Verification is a fundamentally easier problem than recognition, as it only considers discrete pairs of samples for
matching, with a claimed identity choosing a comparison class that is known to the matching system [8]. Recognition is
made more difficult by the need to identify an unknown class out of the set of known classes.Compounding things
further is the overall environment of the unconstrained scenario, where any number of effects(pose, illumination,
expression, sensor noise, blur, occlusion, weather, etc.) can impact accuracy. Recognition, in general, is a challenging
problem with important consequences for security and forensics applications.

A common approach for improving recognition accuracy is to combine results from a collection of algorithms and/or
sensors using score-level fusion [9]. Most of the available fusion works reported in the literature have focused on either
combining consistent data to address sensor limitations or limiting the impact of a failing modality when score data is
combined. Meta-Recognition is a post-recognition score analysis technique that predicts when a recognition algorithm
is succeeding or failing. This is very different from any fusion approach that is focused on combining consistent data.

If a screening system is being negatively impacted by the environment (Fig. 1), then a biometric (such as
multi-view face) that is providing a more consistent answer than another (perhaps fingerprint) does not always mean it
should be considered with more emphasis. For instance, if our analysis predicts success for one modality and failure for
the other, we can proceed with the modality that isn’t failing, consistent or not.

Meta-recognition is formally defined as a control relationship between the post-recognition score analysis and a

recognition system :
Definition 1 Let X be a recognition system. We define Y to be a meta-recognition system when recognition state
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information flows from X to Y, control information flows from Y to X, and Y analyzes the recognition performance of
X, adjusting the control information based upon the observations.

The relationship between X and Y can be seen in Fig. 2, where Y is labeled “Meta-Recognition System”. Y can be one
of a number of classification algorithms, such as a neural network [11], support vector machine[12], or the statistical
extreme value theory [10].

For score-based meta-recognition, the primary approach considered herein, Y observes the recognition scores produced
by X and, if necessary, adjusts he recognition decisions and perhaps signals for a specific response action.

We note that meta-recognition is different from meta-analysis because it does not draw broad conclusions over multiple
studies [7]. Instead, it considers recognition on a per instance matching basis.
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With several options for actually implementing meta-recognition, the question of which to choose for operational
systems is important. In our prior work, we have explored both pure statistical algorithms and machine learning based
algorithms. In [10], we introduced a strong theoretical basis for statistical meta-recognition using the extreme value
theory(EVT). The EVT approach produced predictors with accuracies well beyond standard thresholding and cohort
thresholding, without the need for training data. However, our machine learning based algorithms [11]-[16] have
consistently been more accurate than the EVT approach over numerous experiments.

In light of this observation, we have sought a deeper understanding of the underlying feature mechanisms for the
machine learning algorithms that lead to higher accuracies.

In this article, we introduce three contributions. First, we provide a study of learning for the purpose of building a
highly accurate meta recognition system that constitutes Y of Def. 1. Second, through the use of feature- and decision-
level fusion, we present techniques that achieve levels of accuracy well beyond those of the statistical algorithm, as
well as the popular “cohort” model for post-recognition score analysis [6].

Third, we also explore the theoretical question of why the machine learning algorithm tends to outperform the statistic
algorithm in many cases of meta-recognition. We show that the introduced methods are effective for a variety of
different recognition applications across security and forensics-oriented computer vision [4-5].

Il. MACHINE LEARNING META RECOGNITION RESULTS

In this section, we present a validation of our machine learning-based algorithm for meta-recognition, Comparing
baseline features to our enhanced fusion-oriented classifiers ,along with the experimental framework used for all
assessments. Our goal is to evaluate, in an empirical manner, all features and fusion techniques that are defined in Sec.
1l.

A. Meta-Recognition Error Trade-off Curves

All source data used for the experiments in this article are scores from identification instances. Our goal is to evaluate
our machine learning algorithm for meta-recognition, as well as other comparison methods that produce a prediction of
recognition success or failure [3]. In order to assess the accuracy of meta-recognition predictions, we require an
analysis tool similar to a detection error trade-off curve, which allows us

to vary parameters to gain a broad overview of the system behavior. We can calculate a “Meta-Recognition Error
Trade-off Curve” (MRET) from the following four cases:

C1 “False Accept”, when meta-recognition predicts that the recognition system will succeed but the rank-1 score is not
correct.

C2 “False Reject”, when meta-recognition predicts that the recognition system will fail but rank-1 is correct.

C3 “True Accept”, when both the recognition system and the meta-recognition indicate a successful match. C4 “True
Reject”, when the meta-recognition system predicts correctly that the underlying recognition system is failing.

We calculate the Meta-Recognition False Accept Rate (MR- FAR), the rate at which meta-recognition incorrectly
predictssuccess, and the Meta-Recognition Miss Detection Rate (MR-MDR), the rate at which the meta-recognition
incorrectlypredicts failure, as the learningalgorithm is successful. The learning can develop an implicit overallWeibull
shape parameter, ignoring any shift sincethe learning features are shift-invariant, and test the outlierhypothesis
effectively. The failure of the learning algorithm onthe raw data is likely caused by

% mrRMDR= 1
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B.Pure Statistics Vs Machine Learning

Several experiments in this work correspond to existing experiments for statistical meta-recognition In all of these
cases, the machine learning-basedalgorithm with feature- or decision-level fusion produces moreaccurate results.
Moreover, we also find instances such as theone where baseline machine learning-based meta-recognition features
produce better meta-recognition resultswhen compared to the pure statistical algorithm. To account forthis performance
improvement, we consider the most significant differences between the machine learning and statisticalalgorithms —
namely, the use of features computed from scores,and the use of training data by the machine learning algorithm.

We would like to verify that the features of Sec. I11-Al havea normalizing effect upon the data they are
applied to. Asdiscussed in our previous work [10], the Generalized ExtremeValue distribution is a 3-parameter family:
one parametershifting its location, one its scale and one that changes itsshape. The EVT theory provides the reason why
the shifting of the distributionof the non-match scores as a function of the probe. Theoperation of our learning
algorithm, where we consider an n-element feature space composed of k-dimensional feature data from matching and
non-matching scores, is just a corollary tothe EVT, adapted to the recognition problem.

However, normalization by itself should not produce anysignificant improvement in accuracy. We expect the results,

inthe best case, to be as good as statistical meta-recognition [2].
However, normalization by itself should not produce anysignificant improvement in accuracy. We expect the results,
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inthe best case, to be as good as statistical meta-recognition [1].
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Thus, we turn our attention to the effects of training data. It is apparent that with machine learning, the meta-
recognition classifiers have knowledge of numerous training examples, whereas there is no a priori knowledge for
statistical classifiers. Statistical meta-recognition only considers the scores for the recognition instance at hand. As
noted in Section IV, the experiments presented thus far have always considered the same gallery for training and
testing, with only the probe varying to produce different score sequences. If the machine learning is able to learn
gallery information from the training samples and apply that knowledge to the classification of test samples derived
from the same gallery, then the gallery’s influence on the learning accuracy is an important contributing factor to its
advantage.

In order to evaluate our hypothesis that a consistent gallery between training and testing gives machine learning based
meta-recognition an advantage, three different score sets were generated

described in training setsR1 , R2 and testing set T1 . The sets R1 and T1 have 150 sets of distance scores, with no
overlap in their probes, and sharea common gallery. R2 has 150 sets of distance scores with no overlap in probe or
gallery. The R1 and T1 score sets have a total of 4,455,000 scores per set. The R2 score set has a totalof 3,712,500
scores for the set.

The statistical algorithm for this experiment utilized a tail size of five scores for fitting (out of numerous experiments, a
size of five yielded the most accurate results) . For the machine learning classifiers, a 1,2...5 feature was used for
training and testing (the same score data used by the statistical algorithm).

The first machine learning classifier was trained with R1 while the second machine learning classifier for the
comparison was trained with R2 . The results in Fig. 10 support our hypothesis. When the training gallery does not
overlap with the testing gallery (R2 for training and T1 for testing, represented bythe black curve), the prediction
accuracy is quite consistent with the accuracy of statistical meta-recognition (represented by the green curve). When
the training gallery is the same as the testing gallery (R1 and T1 , represented by the red curve), there is a noticeable
increase in prediction accuracy.

The operational impact of this finding is clear. If a recognitionsystem incorporating meta-recognition wishes to achieve
thehighest levels of prediction accuracy that are currently knownto be possible, then the system should be designed
with amachine learning-based classifier trained on the same gallery that will be used during operation, and ideally use
feature- ordecision-level fusion.
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I11. CONCLUSION

With two different options to implement meta-recognition,the question of which one to choose for an operational
scenariois an important one addressed in our study. Statistical metarecognition achieves accuracies far beyond standard
thresholding and cohort thresholding, without the need for training data.However, our machine learning- based
algorithm for meta-recognition has provided us with more accurate results thanthe statistical algorithm over many
experiments.
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