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ABSTRACT: Any communication in the language that you and I speak—that is the human language, takes the form of
plain text or clear text. That is, a message in plain text can be understood by anybody knowing the language as long as
the message is not codified in any manner. So, now we have to use coding scheme to ensure that information is hidden
from anyone for whom it is not intended, even those who can see the coded data. Cryptography is the art of achieving
security by encoding messages to make them non-readable. Cryptography is the practice and study of hiding
information. In modern times cryptography is considered a branch of both mathematics and computer science and is
affiliated closely with information theory, computer security and engineering. Cryptography is used in applications
present in technologically advanced societies; examples include the security of ATM cards, computer passwords and
electronic commerce, which all depend on cryptography. There are two basic types of cryptography: Symmetric Key
and Asymmetric Key. Symmetric key algorithms are the quickest and most commonly used type of encryption. Here, a
single key is used for both encryption and decryption. There are few well-known symmetric key algorithms i.e. DES,
RC2, RC4, IDEA etc. In this Project digital images encrypted and decrypted by using symmetric key cryptography
using MATLAB.
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LINTRODUCTION

Cryptography, then, not only protects data from theft or alteration, but can also be used for user authentication. There
are, in general, three types of cryptographic schemes typically used to accomplish these goals: secret key (or
symmetric) cryptography, public key (or asymmetric) cryptography, and hash functions. The rapid continuous increase
in exchange of multimedia data over protected and unprotected networks such as the worldwide available internet and
local networks such as shared networks and local area networks etc has encouraged activities such as unauthorized
access, illegal usage, disruption, alteration of transmitted and stored data. This widely spread use of digital media over the
internet such as on social media, won cloud storage systems etc and over other communication medium such as satellite
communication systems have increased as applications and need for systems to meet current and future demands
evolved over the years. Security concerns with regards to such data transmission and storage has been a major concern
of both the transmitters and receivers and hence the security of critical cyber and physical infrastructures as well as
their underlying computing and communication architectures and systems becomes a very crucial priority of every
Institution.

Cryptography is the fundamental platform in which modern information security, which involves the use of advanced
mathematical approaches in solving hard cryptographic issues, has gained its grounds in the digital world. This has
evolved from classical symmetric, in which shifting keys are normally used as well as substitution methods, ciphers to
modern public key exchange cryptosystems, which aims to make cryptanalysis a difficult approach to deciphering
ciphers, eg. RSA, ElGamal, elliptic curve, Diffie-Hellman key exchange, and they are used in digital signature
algorithms and now cutting edge works such as the quantum cryptography.

IL.LRELATED WORK

Secret key cryptography schemes are generally categorized as being either stream ciphers or block ciphers. Stream
ciphers operate on a single bit (byte or computer word) at a time, and implement some form of feedback mechanism so
that the key is constantly changing.

Secret key cryptography schemes are generally categorized as being either stream ciphers or block ciphers. Stream
ciphers operate on a single bit (byte or computer word) at a time, and implement some form of feedback mechanism so
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that the key is constantly changing.
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Fig.1 Symmetric Key Cryptography Process

In above fig.1 Blocks are given which is implemented step by step for image encryption by using symmetric key
cryptography for encryption and decryption.

Cryptography Terminology

a) Plaintext: The original intelligible message.

b) Cipher text: The transformed message.

) Cipher: An algorithm for transforming an intelligible message to unintelligible by transposition.

d) Key: Some critical information used by the cipher, known only to the sender & receiver.

e) Encipher: (Encode) the process of converting plaintext to cipher textusing a cipherand akey.

f) Decipher: (Decode) the process of converting cipher text back into plaintext using a cipher & key.

g) Cryptanalysis: The study of principles and methods of transforming an unintelligible message back into an intelligible
message withoutknowledgeofthekey. Also called codebreaking

h) Cryptology:Bothcryptography and cryptanalysis

i) Code: an algorithm for transforming an intelligible message into an unintelligible one using codes.
j) Hashalgorithm:Isanalgorithmthatconvertstext string into a string of fixed length.

k) Secret Key Cryptography (SKC): Usesasinglekey for both encryption and decryption.

l) Public Key Cryptography (PKC): Uses one key for encryption and another for decryption.

m) Pretty Good Privacy (PGP): PGP is a hybrid cryptosystem.

n) Public Key Infrastructure (PKI): PKI feature is Certificate authority.

INI.IMAGE ENCRYPTION

This paper based on Image Encryption & Decryption. The user will give an input and encryption factor. The image will
be converted to an encrypted image file. This image is not understandable by any one.

When the receiver will receive the encrypted file he will decrypt it so he will get the original file. We have used a
simple GUI for our cryptosystem. We have used three push buttons in our GUI representing

1. Input ImageSelect
2. Encryptlmage
3. Decrypt Image

Image encryption approaches fall into two broad categories: spatial domain methods and frequency domain methods.
The term spatial domain refers to the image plane itself, and approaches in this category are based on direct manipulation
of pixels in an image. In these algorithms, the general encryption usually destroys the correlation among pixels and
thus makes the encrypted images incompressible. Frequency domain processing techniques are based on modifying
the Fourier transform of an image. The Fourier transform can be reconstructed (recovered) completely via an inverse
process with no loss of information. This is one of the most important characteristics of this representation because it
allows us to work in the Fourier domain and then return to the original domain without losing any information.
Encryption techniques based on various combinations of methods from these two categories are not unusual. In this
paper we present a novel image encryption scheme which employs magnitude and phase manipulation using
Differential Evolution (DE) approach. It deployed the concept of keyed discrete Fourier transform (DFT) followed by
DE operations for encryption purpose.

Firstly two dimensional (2-D) keyed discrete Fourier transform is carried out on the original image to be
encrypted. Secondly crossover is performed between two components of the encrypted image, which are selected
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based on Linear Feedback Shift Register (LFSR) index generator. Similarly, keyed mutation is performed on the real
parts of a certain components selected based on LFSR index generator. The LFSR index generator initializes it seed
with the shared secret key to ensure the security of the resulting indices. The process shuffles the positions of image
pixels. A new image encryption scheme based on the DE approach is developed which is composed with a simple
diffusion mechanism. The deciphering process is an invertible process using the same key. The proposed method,
dealing with private key cryptosystem, works in the frequency domain. The basis for the proposed method is that the
encrypted image is obtained by magnitude and phase manipulation of the original image using the secret key. The
original image magnitude and phase can be uniquely retrieved from the encrypted image if and only if the key is
known. The resulting encrypted image is found to be fully distorted, resulting in increasing the robustness of the proposed
work.

IV.DATA ENCRYPTION STANDARD TECHNIQUE

DES is the archetypal block cipher — an algorithm that takes a fixed-length string of plaintext bits and transforms it
through a series of complicated operations into another cipher text bit string of the same length. In the case of DES, the
block size is 64 bits. DES also uses a key to customize the transformation, so that decryption can supposedly only be
performed by those who know the particular key used to encrypt. The key ostensibly consists of 64 bits; however,
only 56 of these are actually used by the algorithm. Eight bits are used solely for checking parity, and are thereafter
discarded. Hencetheeffectivekeylengthis 56 bits, and it is always quoted as such.

The key is nominally stored or transmitted as 8 bytes, each with odd parity. According to ANSI X3.92- 1981 (Now,
known as ANSI INCITS 92-1981), One bit in each 8-bit byte of the KEY may be utilized for error detection in key
generation, distribution, and storage. Bits 8, 16, 64 are foruse in ensuring thateach byteis of odd parity.

Like other block ciphers, DES by itself is not a secure means of encryption but must instead be used in a mode of
operation. FIPS-81 specifies several modes for use with DES. Further comments on the usage of DES are contained in
FIPS-74.

Decryption uses the same structure as encryption but with the keys used in reverse order. (This has the advantage
that the same hardware or software can be used in both directions.)

| Key (64 bits)
[ PC1 ]
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Subkey | < 1 A
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Fig. 2 Key Schedule for DES

The key schedule for encryption — the algorithm which generates the subkeys. Initially, 56 bits of the key are selected
from the initial 64 by Permuted Choice 1 (PC-1) — the remaining eight bits are either discarded or used as parity check
bits. The 56 bits are then divided into two 28-bit halves; each half is thereafter treated separately. In successive
rounds, both halves are rotated left by one and two bits (specified for each round), and then 48 subkey bits are selected
by Permuted Choice 2 (PC-2) — 24 bits from the left half, and 24 from the right. The rotations (denoted by <<<in the
diagram) mean that a different set of bits is used in each subkey; each bit is used in approximately 14 out of the 16
subkeys.
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The key schedule for decryption is similar — the subkeys are in reverse order compared to encryption. Apart from that
change, the process is the same as for encryption. The same 28 bits are passed to all rotation boxes.

V.SIMULATION WORK ONMATLAB

Now explanation of Matlab Work for Encryption & Decryption of image with symmetric key.

STEP 1: Open MATLAB software & WRITE the CODE FOR ENCRYPTION & DECRYPTION
STEP 2: CLICK ON RUN in MATLAB Software on the middle Top view.

STEP 3: After RUN a Tab open for image select which we have to Encrypt.

STEP 4: After selection of image we have to go Command Window for Selection Key.

STEP 5: After selection of Key (6) it shows the input image(original) &createencryptimageofinputimage.

] Figure 1 - oIEN

File Edit View Insert Tools Desktop Window Help ~

DNEEdL (M ARRODEL- 208D |
Input Image Encrypted Image

Fig.3 Input original image and encrypted image

STEP 6: Now for Decryption it will ask again KEY. STEP 7: Enter the Key which is same is (6) for Decryption.
Note: In Symmetric Key always we use same key so here Numeric key (6) is used for both Encryption &

Decryption.
= Figure 4 - =
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Fig.4 Histogram of input image & Encrypted Image

STEP 8: Itshows the Histogramalso foreachimage for inputimage, encryptimage and decryptimage.

We see histogram in which input image histogram and final decrypt image histogramis same.
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Fig.5 Final Decrypted image

STEP 9: see histogram of image fig.4 and compare and via histogram we understood our image is in original form
successfullydecrypted.

STEP 10: Finally we also get final image as input image after Decryption which is shows in fig. 5.
But further we also check if we select wrong key for decryption then what happened,

Again all process is same from STEP 2 to STEP 6 but in STEP 7 if we enter wrong key then message will show on
command window is sorry, wrong key, shows in fig.6

4

Fig.6 Message of Wrong Key

VI.CONCLUSION

Code successfully work for Encryption & Decryption of Image with using of Symmetric Key with histogram Analysis
we found if we select same key in Symmetric Method for both encryption and decryption image it shows the original
final image, but we Key is different when we decrypt the image it’s shows wrong Key.

Further we can analysis more images for encryption and decryption, in IT we have Data collection in the form of
Digital Information which is in the form of textual it can also be required to make sure for encryption from hackers and
resolution, graphics and pixels of images also analysis how much they were take time to elapsed for output. Symmetric
keyalways use for large message which is good for as per using single key.
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