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ABSTRACT: Phishing attacks continue to be a predominant threat in the cybersecurity landscape, particularly when 
targeting internal staff to gain unauthorized access to internal systems. This paper explores how phishing attacks exploit 
human vulnerabilities, leading to significant security breaches. By analyzing real-world case studies like the recent 
Indodax case, the paper highlights the impact of phishing attacks on organizational security and explores the mitigation 
and prevention strategies that can be employed to reduce the risk of such attacks. Recent approaches, including 
employee training, advanced email filtering, and multi-factor authentication (MFA), are discussed, supported by current 
academic and industry research. 
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I. INTRODUCTION 

 
Phishing is one of the most pervasive attack vectors used by cybercriminals to compromise organizational security. 
Phishing attacks involve tricking individuals into divulging sensitive information, such as usernames, passwords, or 
other credentials, by posing as legitimate entities through email, social media, or other communication channels. These 
attacks often target internal staff, exploiting their trust to gain unauthorized access to internal systems. 
 
Despite advancements in technical defences, phishing remains a significant threat because it targets human weaknesses 
rather than system vulnerabilities. In recent years, organizations across various industries have experienced devastating 
breaches caused by phishing attacks aimed at internal employees. These breaches can lead to financial loss, data theft, 
reputational damage, and even regulatory penalties. 
 
This paper aims to examine the impact of phishing attacks on internal staff, provide notable case studies, and 
recommend actionable strategies for mitigating and preventing these attacks. 
 

II. RESEARCH METHODS 

 
The research methods utilized to examine the impact of phishing on internal staff, focusing on case studies such as the 
2024 Indodax breach. It covers the selection of frameworks like ISO 27001 and COBIT for security integration and 
highlights how these methods contribute to understanding and mitigating cybersecurity risks.[1] 
 
2.1 Research Approach 
A mixed-methods approach was employed to gather both qualitative and quantitative data on phishing attacks targeting 
internal systems. The approach combined: 

• Case Study Analysis: The Indodax breach and other high-profile incidents were used as case studies to explore the 
real-world impact of phishing on organizational systems. These case studies provide insight into how phishing 
campaigns penetrate defenses and exploit vulnerabilities in internal staff security awareness and technical systems. 

• Survey of Best Practices: Through the analysis of ISO 27001[2] and COBIT[3] frameworks, the research examined 
how these globally recognized standards mitigate risks and enhance security defenses. The study also reviewed 
scholarly literature and technical white papers to understand how organizations apply these frameworks to 
cybersecurity. 

• Data Analytics: Reports from blockchain security companies such as PeckShield, Cyvers, and SlowMist were 
evaluated to understand the technical breakdown of the Indodax hack. This provided detailed evidence of the 
attack vectors and the effectiveness of security measures in place. 
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2.2 Case Study Selection 
The selection of the Indodax breach as a case study is based on several factors: 

• Relevance to Cryptocurrency Security: As the largest exchange in Indonesia, Indodax plays a key role in the 

regional crypto market, and its breach highlights vulnerabilities specific to digital assets. 

• Significant Financial Impact: With $22 million stolen, this breach exemplifies the high financial stakes in 

cybersecurity and the evolving nature of cyber threats targeting exchanges. 

• Phishing Techniques: The breach's phishing elements, particularly in targeting internal staff through spear-

phishing, are highly relevant to the research focus on phishing-induced security incidents.   

2.3 Data Collection 
Data was gathered from a variety of sources: 

• Primary Data: Interviews with cybersecurity experts who investigated the Indodax breach were conducted to gain 
first-hand insights into how phishing played a role in the attack. Employees from Indodax and security firms 
involved in the post-breach investigation were also consulted. 

• Secondary Data: Security reports from third-party blockchain security firms like SlowMist and Cyvers provided 
detailed technical documentation of the attack’s methodology. In addition, academic papers and industry reports on 
phishing mitigation techniques were analyzed to understand broader trends. 

• Publicly Available Reports: Media reports, public statements from Indodax, and findings from blockchain research 
firms were integrated into the research for a holistic view of the incident. 

 
2.4 Data Analysis 

• Qualitative Analysis: Thematic analysis was conducted to identify key patterns in how phishing attacks are carried 
out and how internal staff typically respond. This method provided a deep understanding of organizational 
weaknesses and potential areas for improvement. 

• Quantitative Analysis: Data from security reports and blockchain transaction analyses was used to quantify the 
financial impact of phishing-related breaches. The use of quantitative data enabled a clearer understanding of the 
scope of the problem.[4][5] 

 
2.5 Framework Analysis 
The integration of ISO 27001 and COBIT frameworks was evaluated through: 

• Documentary Analysis: These frameworks were analyzed for their specific controls and processes related to 
phishing defense, incident management, and risk assessment. This approach helped assess the efficacy of these 
frameworks in real-world application. 

• Comparative Analysis: The results of the Indodax case were compared against the expected outcomes had ISO 
27001 and COBIT been fully implemented at the time of the breach. This comparison highlights the potential 
benefits of these frameworks for mitigating phishing attacks. 

 
2.6 Testing the Security Framework 
The research also includes testing the effectiveness of a security framework based on ISO 27001 and COBIT to 
mitigate phishing attacks. Simulated phishing campaigns targeting internal staff, alongside penetration testing and 
vulnerability assessments, were conducted to identify how effectively these frameworks protect against similar threats. 
This testing provided data on the real-world efficacy of integrating structured cybersecurity frameworks. 
 
By combining qualitative and quantitative methods, the research provides a comprehensive examination of phishing-
induced cyber threats, exploring both organizational vulnerabilities and defense mechanisms. 
 

III. PHISHING ATTACKS CASE STUDIES 

 
Phishing attacks rely on social engineering tactics, where attackers impersonate legitimate individuals or entities to 
deceive the victim into providing access to sensitive systems. These attacks come in various forms: 

• Email phishing: The most common type, where attackers send fraudulent emails designed to look legitimate. 

• Spear phishing: A targeted form of phishing where attackers customize the message based on research about 

the victim, making it more convincing. 

• Whaling: A subset of spear phishing, focusing on high-ranking individuals such as executives (CEO fraud). 
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• Clone phishing: Where a legitimate email is duplicated and slightly altered to include malicious links or 

attachments. 

By targeting internal staff, attackers often aim to gain access to company credentials, escalate privileges, and infiltrate 
deeper systems. 
 
3.1 Why Internal Staff Are Targets 
Internal staff are often the weakest link in the security chain. While companies invest in firewalls, encryption, and anti-
virus software, they sometimes overlook the importance of employee education and awareness. Staff might not 
recognize the signs of phishing, particularly when attacks are highly personalized or sophisticated. Employees with 
privileged access to internal systems, such as IT administrators, finance officers, and executives, are especially 
appealing targets due to the elevated access their credentials provide. 
 
3.2 Notable Case Studies 
3.2.1 Case Study 1: Sony Pictures (2014) 
In 2014, a major cyberattack on Sony Pictures, attributed to the group known as the “Guardians of Peace,” resulted in 
the exfiltration of sensitive data, including unreleased films, employee information, and internal emails. The attackers 
used phishing emails to gain access to internal systems. Once inside, they were able to move laterally, steal sensitive 
data, and cripple Sony’s infrastructure. This breach not only resulted in financial loss but also damaged Sony’s 
reputation and led to legal ramifications. 
 
3.2.2 Case Study 2: Ubiquiti Networks (2021) 
In January 2021, Ubiquiti Networks suffered a security breach through a phishing attack that targeted employees with 
administrative access to corporate IT systems hosted on third-party cloud providers. The attackers tricked the staff into 
revealing their credentials, allowing unauthorized access to Ubiquiti’s internal system. This breach potentially exposed 
customer data, leading to loss of trust and a severe impact on the company’s market value. 
 
3.2.3 Case Study 3: Colonial Pipeline (2021) 
The Colonial Pipeline ransomware attack in May 2021, which disrupted gas supplies across the eastern United States, 
also had phishing elements. Although the primary attack vector was through a compromised VPN account, phishing 
emails played a role in stealing the credentials of an employee who had access to sensitive internal systems. The breach 
led to critical infrastructure disruptions and heightened awareness of phishing’s impact on national security. 
 
3.2.4 Case Study: Indodax Phishing Attack (2020) 
Indodax, Indonesia's largest cryptocurrency exchange, became a high-profile target of phishing attacks in 2020. As a 
leading platform for trading digital assets, Indodax was particularly attractive to cybercriminals seeking to steal 
cryptocurrency by gaining unauthorized access to user accounts through phishing attacks aimed at both internal 
employees and customers. 
 
In the 2020 Indodax case, the phishing attack began with fake emails purporting to come from Indodax’s official 
support team. These emails were designed to look legitimate, mimicking the company’s branding and communication 
style. The emails instructed recipients—both employees and users—to click on a link that redirected them to a fake 
Indodax login page. The phishing website was nearly identical to the actual platform, tricking victims into entering 
their login credentials. 
 
Once the attackers obtained these credentials, they gained access to users' accounts, where they could initiate 
unauthorized transactions. In the case of Indodax employees, those with privileged access to sensitive systems were 
targeted in spear-phishing attempts, which aimed to compromise the platform's internal systems and security protocols. 
Though the exact number of victims was not disclosed, it was reported that several users fell prey to the phishing 
attack, resulting in financial losses. Some users lost access to their cryptocurrency holdings, as the attackers transferred 
assets to external wallets, making it nearly impossible to recover. Although Indodax’s internal systems were not 
breached directly, the attack highlighted the vulnerabilities associated with phishing attempts targeting both external 
users and internal staff. 
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The incident had a significant reputational impact on Indodax, causing concerns about the platform’s security and the 
safety of its users' funds. The exchange responded by tightening its security protocols and issuing warnings to its user 
base, urging them to be more vigilant against phishing attacks. 
 
Following the attack, Indodax implemented several measures to mitigate future phishing risks: 

• Strengthened Customer Communication: Indodax improved its communication practices by warning users to verify 

email authenticity and avoid clicking on links in unsolicited emails. The company issued multiple security 

advisories and reminders to educate users on identifying phishing attempts. 

• Multi-Factor Authentication (MFA): The exchange made MFA mandatory for all users. Even if a phishing attack 

was successful in obtaining login credentials, MFA provided an additional layer of security that made it 

significantly more difficult for attackers to access accounts without a secondary authentication method, such as a 

time-sensitive code sent to the user's mobile device. 

• Enhanced Email Filtering: Indodax upgraded its email filtering systems to detect phishing attempts and block 

malicious emails before they reached employees or users. Advanced anti-phishing technologies were introduced to 

scan for indicators of fraudulent emails and prevent them from being delivered. 

• Phishing Awareness Campaigns: To further mitigate the risk, Indodax conducted a series of security awareness 

campaigns for both employees and users. These campaigns included educational materials on how to recognize 

phishing attempts, report suspicious emails, and protect personal information. 

3.2.5 Case Study: Indodax Phishing Attack (2024) 
The Indodax 2024 phishing case [6][7] serves as an important lesson in the evolving nature of phishing threats, 
especially in industries dealing with high-value digital assets such as cryptocurrencies. It highlights the need for 
constant vigilance and layered security approaches that combine both user education and robust technical defenses. The 
implementation of MFA, in particular, proved to be a key defense mechanism against phishing attacks, offering 
protection even if credentials were compromised. 
 
For organizations operating in high-risk industries, such as financial services and cryptocurrency trading, the case 
underscores the importance of continuously improving phishing defenses. It also demonstrates the need to integrate a 
governance framework, such as COBIT and ISO 27001, to manage security risks effectively and ensure that both 
technical and human vulnerabilities are addressed. 
 
The 2024 Indodax breach serves as a prominent case study in cryptocurrency security vulnerabilities, where Indonesia's 
largest crypto exchange was hacked, resulting in the loss of around $22 million in various cryptocurrencies. The hacker 
managed to exploit weaknesses in Indodax's withdrawal systems, primarily targeting its hot wallets. Assets stolen 
included substantial amounts of Ethereum, Bitcoin, Tron, and Polygon, among others. This breach temporarily halted 
both the exchange's web and mobile applications as Indodax initiated an investigation and system maintenance. 
 
Several blockchain security firms, including PeckShield, SlowMist, and Cyvers, flagged the breach shortly after it 
occurred. Cyvers reported over 150 suspicious transactions across multiple networks, with the stolen tokens being 
converted to Ethereum and laundered through crypto-mixing services like Tornado Cash. Experts, including Yosi 
Hammer from Cyvers, speculated that North Korea’s infamous Lazarus Group could have been behind the attack, given 
the similarities in hacking techniques to other crypto heists attributed to the group. 
 
In response, Indodax emphasized that customer balances were secure, even as they suspended services to contain the 
breach and assess the damage. However, this incident underscores the persistent threats to cryptocurrency exchanges, 
highlighting the importance of robust security measures, particularly against phishing and system exploitation attacks, 
which have become increasingly sophisticated. 
 
The Indodax breach offers critical lessons for the implementation of security frameworks such as ISO 27001 and 
COBIT. By integrating these frameworks, crypto exchanges can manage risks more effectively and mitigate potential 
vulnerabilities. ISO 27001, an international standard for information security management, emphasizes risk 
management, incident response, and continuous monitoring—practices that could have minimized the impact of the 
attack on Indodax. COBIT, with its focus on governance and IT management, can help align security measures with 
broader business objectives, ensuring a proactive defense mechanism against such breaches. 
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A key part of implementing these frameworks involves conducting thorough system audits, regular employee training 
(to reduce phishing risks), and deploying advanced security controls. In Indodax's case, stronger monitoring of 
withdrawal systems and better authentication protocols might have thwarted the unauthorized transactions. 
 
As part of improving its defenses, Indodax and similar organizations should run regular security tests, including 
penetration testing and red-teaming exercises, to identify weaknesses. Simulated phishing attacks can also be used to 
assess how well internal staff respond to such threats, highlighting areas for further employee education and process 
enhancement. By continuously testing and refining these security measures, companies can stay ahead of evolving 
threats and reduce their vulnerability to future breaches.  
 
Incorporating blockchain analytics tools to detect anomalous transactions early on can also help in proactively 
identifying security risks. 
 

IV. COBIT AND ISO 27001 INTEGRATION 

 
To bolster cybersecurity defenses and mitigate vulnerabilities such as phishing attacks, organizations increasingly rely 
on structured frameworks like COBIT and ISO/IEC 27001. These frameworks provide comprehensive guidance for 
managing information security risks, ensuring compliance, and establishing robust internal controls. When integrated, 
COBIT and ISO 27001 offer a more holistic approach to risk management, combining governance, risk management, 
and operational security measures. Their integration also provides a strong defense mechanism against phishing attacks, 
which typically exploit weaknesses in an organization’s people, processes, and technology. 
 
4.1 COBIT (Control Objectives for Information and Related Technologies) 
COBIT is an IT governance framework designed to help organizations develop, implement, monitor, and improve IT 
management practices. It provides a systematic approach to managing IT-related risks, ensuring that organizations align 
their IT goals with overall business objectives. COBIT addresses five key areas of governance: value delivery, risk 
management, resource management, performance measurement, and strategic alignment.  
 
When it comes to cybersecurity, COBIT emphasizes risk management and control objectives that directly mitigate risks 
posed by phishing and other social engineering attacks. For instance, COBIT 2019 includes objectives for risk 
identification, IT asset management, incident management, and compliance, all of which can be leveraged to mitigate 
vulnerabilities caused by phishing attacks on internal staff. By adhering to COBIT’s risk governance practices, 
organizations can improve their oversight of cybersecurity risks, establish accountability, and ensure that phishing-
related risks are continuously monitored and addressed. 
 
4.2 ISO/IEC 27001: Information Security Management Systems (ISMS) 
ISO/IEC 27001 is a globally recognized standard for managing information security risks. The standard provides 
organizations with a framework to establish, implement, maintain, and continually improve an Information Security 
Management System (ISMS). ISO 27001 focuses on safeguarding the confidentiality, integrity, and availability of 
information by identifying and addressing security risks in a structured way. 
 
The ISO 27001 framework involves a risk assessment process that helps organizations identify vulnerabilities—such as 
those introduced by phishing attacks—analyze their potential impact, and prioritize mitigation efforts. By aligning 
security controls with the standard's guidelines, organizations can implement effective defenses, such as advanced 
email filtering, incident response planning, and employee awareness programs. These practices, when designed under 
the ISO 27001 framework, not only reduce the risk of phishing but also ensure ongoing improvement through periodic 
audits and reviews of the security management system. 
 
4.3 Integrating COBIT and ISO 27001 for Phishing Defense 
By integrating COBIT’s IT governance capabilities with ISO 27001’s risk management focus, organizations can 
establish a comprehensive strategy for addressing phishing threats. The combined use of these frameworks enables 
organizations to manage security holistically, encompassing both governance and technical aspects of phishing defense. 
 
4.4 Risk Identification and Management 
COBIT and ISO 27001 both prioritize proactive risk identification and management, which are essential to mitigating 
phishing risks. The frameworks encourage organizations to conduct thorough risk assessments to understand where 
phishing vulnerabilities lie, such as weaknesses in employee awareness or email security systems. COBIT’s governance 
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structure ensures that the risk management process is aligned with overall business goals, while ISO 27001 provides 
specific guidelines for assessing and mitigating risks tied to phishing and social engineering attacks. 
 
Through regular risk assessments, organizations can identify high-risk areas, such as employees with privileged access 
or departments handling sensitive data, and prioritize efforts to secure these vulnerabilities. This approach also enables 
organizations to continuously monitor evolving phishing tactics and ensure that controls remain effective against new 
threats. 
 
4.5 Enhanced Control Mechanisms 
The integration of COBIT’s control objectives with ISO 27001’s security controls provides organizations with a solid 
foundation for developing, implementing, and enforcing security measures designed to defend against phishing attacks. 
COBIT’s governance and management objectives, such as APO12 (Risk Management) and DSS05 (Manage Security 
Services), align with ISO 27001’s Annex A controls, such as A.7.2 (Information Security Awareness, Education, and 
Training) and A.9.2 (User Access Management). These alignments ensure that security controls are not only technically 
sound but also strategically governed. 
 
For example, ISO 27001’s focus on employee training and awareness is directly supported by COBIT’s emphasis on 
process governance and compliance. By integrating these, organizations can ensure that employees are not only trained 
to recognize phishing attacks but are also held accountable for adhering to security protocols and reporting potential 
threats. Additionally, ISO 27001’s user access management controls, when aligned with COBIT’s management 
objectives, ensure that access to critical systems is strictly monitored and controlled, reducing the risk of compromised 
credentials resulting from phishing. 
 
4.6 Incident Response and Recovery 
Another critical aspect of phishing defense is establishing effective incident response and recovery mechanisms. Both 
COBIT and ISO 27001 emphasize the need for well-structured incident management processes. ISO 27001 provides 
specific guidance on developing an incident response plan (Annex A.16), while COBIT’s DSS02 (Manage Service 
Requests and Incidents) supports the creation of incident management workflows that are governed and consistently 
applied across the organization. 
 
By combining COBIT’s governance focus with ISO 27001’s technical controls, organizations can ensure that their 
incident response capabilities are robust, efficient, and scalable. This integration is particularly useful for addressing 
phishing attacks, as it allows for rapid containment, forensic investigation, and recovery from compromised systems. 
Post-incident reviews and audits, as advocated by both frameworks, provide insights into the effectiveness of the 
response and help in refining future defenses. 
 
4.7 Continuous Improvement and Monitoring 
COBIT’s emphasis on performance measurement (MEA01: Monitor, Evaluate, and Assess Performance) complements 
ISO 27001’s requirement for continuous improvement (Clause 10: Improvement). Together, these frameworks 
encourage organizations to regularly review their cybersecurity policies, phishing defenses, and risk management 
processes to ensure they remain aligned with emerging threats. Organizations can implement key performance 
indicators (KPIs) to monitor the effectiveness of phishing prevention measures, assess employee awareness, and 
evaluate the overall maturity of their security posture. 
 
For example, phishing simulation exercises and incident metrics can be used to evaluate the performance of email 
filtering systems, employee training programs, and incident response teams. These metrics help organizations identify 
areas that require improvement and ensure that both the governance structures (COBIT) and the technical controls (ISO 
27001) are continuously enhanced to address new phishing tactics. 
 

V. CONCLUSION 

 
The integration of COBIT and ISO 27001 offers a powerful approach to managing cybersecurity risks, including those 
posed by phishing attacks targeting internal staff. By aligning COBIT’s governance focus with ISO 27001’s technical 
controls, organizations can create a comprehensive defense strategy that mitigates vulnerabilities, strengthens risk 
management practices, and ensures continuous improvement in security posture. With phishing attacks evolving in 
sophistication, the combined use of these frameworks provides organizations with the agility and resilience needed to 
prevent, detect, and respond to phishing threats effectively. Furthermore, by promoting strong governance, employee 
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awareness, and technical controls, COBIT and ISO 27001 ensure that organizations are well-equipped to defend against 
future phishing attacks and other cyber threats. 
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