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ABSTRACT: Nowadays usage of social media is increasing. Most of the people depend on social media. Spammers
use social media as a platform to leave their spam reviews about products and services. The open nature of social media
and also the large number of user encourage the spammers to indulge in cyber crime, phishing, sending malicious links.
Existing work depend on the reviews and spammers. Importance of each feature type is not taken into account. The
technique can be classified into different types such as: linguistic pattern based on bigram, unigram, behavioral pattern
rely on users behavior. In proposed approach the classification step uses different meta path which are innovative in
spam detection. It shows how effective each of features in identifying spam from normal user and also improves the
accuracy. The features with more weights will resulted in detecting fake reviews easier with less time complexity. This
approach is more effective in identifying in spam review. It increases performance, the importance of spam features
help us to obtain better results in terms of different metrics.
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I. INTRODUCTION

Social media play a vital role in sharing information to the society.OSN(Online Social Network) is a large user base
and it attracts the people from various age groups.OSN makes use of people to always be in contact with everyone such

as their friends, relatives they are far away.
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Social media allows user to interact with each other and it helps to form some community. Any user can join as a
member by providing some common details about them such as email id, mobile number, gender, date of birth and
other information. In world wide Face book, Twitter are one among the top10 web sites. OSN change the normal social
life. Increasing users are the major reason reasons for enlargement, data distribution, marketing, economic and
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commerce. To fine our old friends social media is used. If there is a need of micro blogging Twitter is used. Linked in
is one of the best media to preserve professional resume with high quality of contacts. Face book is the most visited
social media it has 800 million network with 250 million guest per month. Most of the spammers try to focus on
retrieving user information without any permission for advertising their products and services and also edition their
posts on social media sites.

Using some methods spam reviews are detected at the starting stage by using user based and review based spammers
are detected and alert will be given to the user.

Il. PROBLEM STATEMENT
In existing they use Linguistic based, behavior based and graph based models. The linguistic based is used to find the

spam reviews[1]. It uses unigram, bigram model. It identifies the percentage of capital words in reviews. In behavior
base meta data to identify the pattern of the reviewer[3].
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It uses the trust model to find relationship between users and to find usual behavior of spammer. To improve the
performance they use some new features which has high complexity. In graph based model the aim is to draw graph
between user review and spam review so, the reviews given by spammers are hard to find[4].
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Generally spammers will hide their information[6]. In fact we add lot of features which will be high time consuming.
I1l. PROPOSED SYSTEM

We proposed net spam framework that is novel based approach which models review networks as heterogeneous
information network. The classification step uses different meta path types which are efficient in the spam detection
domain. In our proposed system to determine the relative importance of each feature and show how effective each of
features are in identifying spam from normal reviews and also improves the accuracy. A weighting scheme is used to
determine each features and also in identifying spam from normal reviews.

Feature Extraction

Feature M Classifier Detection

Vectors I Model

Support Vector Machine

Web Crawler
Results

Net spam improves the accuracy compared to the state of the art in terms of time complexity, which highly depends on
number of features used to identify spam review hence using features with more weights will result in detecting fake
reviews with less time complexity.

IV. PREPROCESSING

In this module, collection of data from user is given as input to the system. Preprocessor process the data and remove
unwanted words, blank space and symbols.

Meta path identification
This deals with analysis of various websites for identification of fake reviews. It shows the relation in network schema.

It shows the different level of spam certainty. For that it need both spam and non spam reviews. The spam probability
of review is taken as uniform distribution.
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Naive Bayes

It is the statistical technique for spam filtering. It is based on posterior probability. Detection of spam is calculated
based on review and if the probability value exceed the threshold then it is marked as spam.

Conflict detection

Classification makes the filtering detection before integration. If the message is notified as spam, it is clustered
separately, and non spams are clustered separately.

Bayesian Theorem

Bayesian Theorem used to calculate posterior probability. P(c|x),p(c),p(x),p(X|c). Naive Bayes assume that value of
predictor is independent of other predictors. It is based on assumption of independence predictors.

P(B) P(E)

P(J|4) P(M|4)
It can be build easily with no iterative parameter estimation.
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where P(c|x) is the posterior probability.
P(x|c) is likelihood.
P(c) is prior probability of class.

P(x) is prior probability of predictors.
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Algorithm

TRAINMULTINOMIALNB(C, D)

1 V «— EXTRACTVOCABULARY(ID)
2 N « CouNnTDocCs(ID)
3 for eachceC
4 do N, «+— CounTDOCSINCLASS(ID, c)
5 prior[c] +— N./N
6 text, +— CONCATENATETEXTOFALLIX
7 for eacht € V
8 do T,; «— COUNTTOKENSOFTERM(fex.
9 for eacht € V
10 do condprob|t][c] — <t

Lyt (T 1)
11 return V, prior, condprob

APPLYMULTINOMIALNB(C, V, prior, condprob,
W « EXTRACTTOKENSFROMDOC(V, d)
for eachce C
do score|c] + log prior|c]

for eacht e W

do score[c] += logcondprob|t|[c]
return arg max_ . scorelc]
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VI. FUTURE WORK
The future system may be enhanced by providing various security breaches while creating an account for any social

media. The security breaches may be finger print. By that individual person can create only one account to avoid fake
accounts in any social media.
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VII. CONCLUSION

In existing system detection has been done on user based features or content based features but, all the approaches are
valid only for small data set and not tested between spammer and non spammer. The experimental result shows that the
proposed system yield good accuracy. The use of Bayesian network reduce noisy data and increase performance and
also send an alert message to the users who receive the spam messages at the beginning of the conversation.
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