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ABSTRACT: With the increasing number of aging population and a significant amount suffering from cardiac 
diseases, a need for monitoring ECG from a remote place arises. Since Point-of-Care systems involve the transmission 
of patient’s confidential information, a proposal is made to encrypt the patient’s personal data-name, medi-care number, 
and telephone number etc. to ensure security of the data and embed the encrypted data onto the ECG signal and 
transmit. Since personal information is being sent on a public network, it is prone to misuse; hence it is important that 
patient’s data remains confidential throughout the process. Here, DCT (Discrete Cosine Transform) is used to 
decompose the ECG signal and a novel encryption algorithm is proposed to encrypt the confidential data, the result of 
which is embedded onto the decomposed ECG using the LSB Algorithm. The method produces acceptable results with 
minimal distortion to the ECG and the signal remains diagnosable.    
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I.INTRODUCTION 
 

Based on the conclusions of a recent study conducted by DrPrabhatJha, director of the Centre for Global Health 
Research at the University of Toronto and lead researcher of the study in collaboration with the Registrar General of 
India (RGI) and the Indian Council of Medical Research (ICMR) cardiac diseases have replaced communicable 
diseases and have emerged as the number one killer in both urban and rural zones of the country. Point-of-Care systems 
provide a drastic relief with regards to the growing traffic at hospitals and provide high reliability in times of 
emergencies, as the patients information is immediately transmitted to the concerned medical professional who is well 
versed with the patient’s medical conditions [1].Remote monitoring proves advantageous as the number of hospitals 
and care centers are considerably few in number and are at times quite distant and the patient may not be able to make 
it to the center. Internet provides the main form of communication for the exchange of information [2].   
However, using Internet as the main communication channel introduces a higher risk of data hacking and misuse of 
patient’s data. Also, according to the HIPAA (Health Insurance Portability and Accountability Act), any information 
sent through the Internet needs to be secured and protected from unwanted threats. HIPAA decrees that any information 
that’s related to the patient, when transmitted via the Internet, needs to satisfy the following conditions:  
1) The patient gets to decide who can access his/her personal information thereby providing patient’s privacy.  
2) The programs that are used to provide secure transmission of data needs to guarantee security of the information.  
There have been several protocols (or techniques) that have been researched and implemented to provide secure 
transmission of the information. These protocols can be classified into two broad categories, the first being encryption 
and cryptographic algorithms and the second being Steganography. This paper uses Steganography as well as 
cryptographic algorithms to accomplish the HIPAA specifications [3]. The encryption algorithm ensures who can 
access the data while the Steganography method to hide the patients encrypted confidential data into the patient’s 
biomedical signal [4].The ECG signal is used as the host signal as the size of an ECG signal is large compared to the 
information that needs to be embedded within. The watermarked ECG signal is now transmitted to the hospital server 
(where it is stored) via the Internet. The size of the signal transmitted is the size of the ECG as the additional data that 
has been embedded will not act as an overhead to the whole package. Any person can see the watermarked ECG signal 
but only the person with the shared key can access the confidential data that has been hidden inside the ECG signal.   
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II. LITERATURE SURVEY 
 

H. Wang et al. [5] and K C Wu and Wang [6] proposed a reversible stenographic algorithm using texture synthesis and 
also proposed BSN architecture and its corresponding algorithms for medical monitoring applications, in particular 
ECG based applications. Given an original source texture, the program can generate a large Stego synthetic texture to 
hide the secret information. This can exquisitely weave the steganography into a traditional patch-based texture 
synthesis. The method is novel and provides reversibility to retrieve the original source texture from the Stego synthetic 
texture, making it possible for a second round of texture synthesis, if necessary However, the quality of the image 
is greatly compromised. 
Kaur et al. [7], [8] proposed a new digital watermarking of ECG data for secure wireless communications. Each ECG 
sample is quantized using 10-bits and is divided into segments. The Segment size is equal to the chirp signal that they 
use. Patient ID is used in the modulation method of the chirp signal. The modulated chirp signal is multiplied by a 
windowdependent factor and then added to the ECG signal. In this paper, the confidential data of the patient is hiding 
inside the ECG signal, thus ensuring the confidentiality and privacy of patients using the Discrete Cosine Transform 
.However, the use of DWT increases the complexity there are several researches present on Steganography in the 
literature. All the methods in literature are with some drawbacks such as low capacity, security issues. 

 
III.METHODOLOGY 

 
The block diagram of the process is shown in Fig. 1. 
The sender side Steganography basically consists of 3 stages.  
 1) Data Encryption      
A novel encryption algorithm is developed on MATLAB. The flow of the algorithm is shown in the flow chart 1.    
2) Decomposition             
The ECG signal is compressed using Discrete Cosine Transform. Decomposition of a signal using this transform 
involves 4 critical steps, which are: dividing the signal into n subparts; DCT computation for each block; thresholding 
& Quantization of the DCT coefficients; and encoding of the quantized DCT coefficients. DCT is defined as: 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

Fig 1: Block Diagram 
 

 We have used the MATLAB inbuilt function (Eq. 1) to perform the decomposition 
y = dct(a) 
                                                                   y = dct(a,n)                                                    (1) 
                                                                                 Where, a=ECG Samples                       
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  n=the number of subparts   
DCT is used for the compression as it gives the decomposed coefficient of the original signal and it gives more weight 
to low-pass coefficients than high-pass coefficients.  
3) Data Embedding 
Steganography basically involves hiding the essential data into a cover image and obtaining the Stego image at the 
receiver end.  The Steganography equation is shown below (2) and the block diagram for data embedding is shown in 
Fig. 2  
Stego-medium = Cover medium + Secret message + Stego key         (2)   
We have used the pure form of steganography where it is assumed that nobody but the sender and the receiver is aware 
of the communication taking place.    
 

 
Flow Chart 1: Encryption Algorithm 
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Fig 2: Block Diagram for Data Embedding 
 

To accomplish the embedding operation, we have developed a GUI that would take the input from the user and 
complete the data embedding and retrieval process. The data embedding process is completed using the LSB algorithm. 
The brief idea of the algorithm is shown in Fig. 3. 
 The receiver side Steganography involves the exact opposite of what was done in the sender’s side. The first step is to 
de-watermark the ECG and bring back to its original non-compressed state. The extracted data is now decrypted using 
the key that’s been shared between the sender and the receiver and the original message which is, in this case, the 
patients’ confidential information is obtained.    
 

 
Fig. 3: LSB algorithm 

 
 

IV. SIMULATION AND RESULTS 
 

50 ECG samples from a database[13] was taken and fed onto MATLAB as input and the DCT of the samples is 
obtained as shown show in Fig. 4.   
GUI developed for the steganography process is shown in the Fig. 5 on the left side and the GUI after the completion of 
steganography is shown in the Fig. 5 on the right side. The image obtained after the DCT decomposition is used for the 
process. 
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Fig 4: ECG Samples and the DCT 

 

 
Fig 5: GUI (left) and GUI on Completion.   

 
  V.CONCLUSION 

 
In this paper, a novel encryption algorithm is proposed that is used to encrypt the patient’s confidential data that is 
embedded into the ECG signal. The technique provides an effective way to secure the information when transmitted 
over a public network. It is observed that the ECG remains undistorted after the watermarking process and remains 
diagnosable.    
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