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ABSTRACT: In digital communication and multimedia application, security is must for communication and storage of
images. Image Encryption is one of the best methods to ensure high security images which are generally used in
medical science, military applications. In this paper, an efficient technique is proposed with the help of cipher block
chaining (CBC) operation, which is used for image encryption. We test our proposed technique using MATLAB
R2013a, it can achieve various image quality parameters such as the mean square error(MSE), peak signal to noise ratio
(PSNR) and the overall time taken by the algorithm to perform the process is also computed.
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I.LINTRODUCTION

Security is an important issue in the digital world and an encryption is one of the methods to ensure security [2].
Encryption is used to securely transmit data in open networks. Each type of data has its own features; therefore
different technique should be used to protect confidential image data from unauthorized access. Image encryption has
applications in various fields including internet communication, cyberspace communication, multimedia systems,
medical imaging, Tele- medicine and military communication. Image encryption is one of the emerging fields for real-
time secure image transformation over the internet and through wireless networks [5]. In this paper, we introduce
block-based transformation algorithm based on the combination of image transformation and a well-known encryption
and decryption algorithm cipher block chaining (CBC) using key generation [4]. In this algorithm the original image
was divided into blocks, which were rearranged into a transformed image using a transformation algorithm, and then
the transformed image was encrypted using the Block Based algorithm. There are many measures for examining image
quality, such as the Mean Square Error (MSE), and Peak Signal-to-Noise Ratio (PSNR) [7]. It is computed by
averaging the squared intensity differences of distorted and original image pixels, along with the related quantity of the
PSNR.

The main idea in this section, the image encryption is to transmit the image secured over the network so that no
authorized user can able to decrypt the image. We are going to present the research work of some prominent authors in
the same field and then explaining a short description of various techniques that are used for image Encryption.

A. New Modified Version of Advanced Encryption Standard (MAES) Based Algorithm for Image Encryption [5] This
technique is proposed by a new encryption scheme as a modification of AES algorithm based on both Shift Row
Transformations. In the first row and first column if the value is even, the first and fourth rows are unchanged also each
bytes in the second and third rows of the state are cyclically shifted right over different number, as well as the first and
third rows are unchanged and each byte of the second and fourth rows of the state are cyclically shifted left over
different number of bytes. The result that are experimental shows that the MAES gives better encryption results in
terms of security against statistical attacks and increased performance.

B. Digital Image Encryption Algorithm Based on Chaos and Improved DES [15].

This paper is based on the chaotic encryption and Improved DES encryption and a combination of image encryption
algorithm is used to find the gaps. By this paper new encryption logistic Map produced pseudo random sequence on
RGB image and make double times encryption with improved DES. Combination of Chaos And improved DES makes
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the final algorithm more secure, faster and more suitable for digital image encryption.

C. A New Chaotic Image Encryption Algorithm [16]

This paper, have proposed a new image encryption scheme based on a chaotic system. It is based on power and tangent
function instead of linear function. It uses chaotic sequence generated by NCA map to encrypt image data with
different keys for different images .plain-image image can be encrypted by use of XOR operation with the integer
sequence.

D. An Efficient Chaos-based Image Encryption Scheme Using Affine Modular Maps [17]

An efficient image encryption scheme based on affine modular maps is proposed in the paper. The proposed scheme
can shuffle the plain-image efficiently in the permutation process. An effective two-way diffusion process is also
presented to change the gray values of the whole image pixels. All the experimental results show that encryption
scheme is secure, its highly sensitivity to the cipher keys and plain-images. It is easy to manipulate and can be applied
to any images with unequal width and height.

E. New Algorithm For Color Image Encryption Using Chaotic Map And Spatial Bit Level Permutation [10]
They proposed a new algorithm for color image encryption using chaotic map and spatial bit-level permutation

(SBLP).Firstly, use Logistic chaotic sequence to shuffle the positions of image pixels, then transform it into a binary

matrix and permute the matrix at bit-level by the scrambling mapping generated by SBLP. Then use another Logistic

chaotic sequence to rearrange the position of the current image pixels. Experimental results show that the proposed

algorithm can achieve good encryption result and low time complexity. This makes it suitable for securing video

surveillance systems, multimedia applications and real-time applications such as mobile phone services.
11.PROPOSED TECHNIQUE

Algorithm:

Stepl: Read the original image of size 256x256 pixels of any kind like jpg, tiff, png.

Step2: Then the original image is divided into RGB plane.

Step3: Then image is divided into number of blocks consist 8 consecutive pixels of the image referred as a single block.

Step4: Then on the obtained image apply XOR operation (CBC operation), which is performed among the blocks in
order to encrypt the image.

Step5: Encrypted image is obtained (scrambled image).

Step6: On the obtained encrypted image (scrambled image) further XOR operation is performed to obtain the decrypted
image along with the correct key (recovered image).

Step7: Decrypted image is obtained (recovered image).
L. TESTING PROCEDURE

Testing procedure include MSE, PSNR values on various images to evaluate the performance of the proposed
Algorithm.

MSE: Mean square error is the difference between the original image and the encrypted image. This difference must be
very high for a better performance. Mathematically it is evaluated as

MSE = (1/MN)*(original image-encrypted image)
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For a 256*256 image the value of M=N=256

PSNR: Peak signal to noise ratio is the ratio of peak signal power to noise power. It is measured for image quality. For
a good encrypted image the value of PSNR must be low. Mathematically,

PSNR=10 log10(I2max /MSE) dB

Imax 1S the maximum intensity of image
Maximum intensity of 256*256 images is 255(0 to 255)

PSNR = 10log10*(2552/MSE) dB
IV. SIMULATIONS AND RESULT

The proposed technique is tested on MATLAB R2013a, In this paper effectiveness of the proposed algorithm have
been tested with Barbara, Baboon, Mother Teresa and Lena images are taken as input images and then scrambling
images have been generated and then finally they decrypted. All images are of in equal dimension and are
approximately 7-48 KB in size [1, 11]. The obtained images after simulation is listed below as original image,
encrypted image and decrypted image. [4-10]
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V.EXPERIMENTAL RESULT

Performance Analysis of Mean Square Error (MSE) and Peak signal to noise ratio (PSNR) is depicted in Table 1 and
Table 2. (Shows the overall time taken by the proposed method to encrypt as well as to decrypt the image).

Original Image SIZE(KB | MSE PSNR
1.Barbara(256*256) : 48.3 120.9474 | 62.784
2.Baboon(256*256) | 12.1 114.2402 | 62.114
3.Moather 7.42 102.4470 | 64.148
Teresa(256*256)

4. Lena(256*256) 8.08 114.3225 | 61.37
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Tablel Performance Analysis of MSE & PSNR

Original Image Size Elapsed
Time(in sec)

1.Barbara(256*256) 48.3 3.96sec

2.Baboon(256*256) 12.1 3.53sec

3.Mother Teresa(256*256) | 7.42 4.42sec

4.1 ena(256*256) 8.08 5.78sec

Table 2 Performance Analysis-Speed Performance
V1. CONCLUSIONS

In this paper, better method for encryption has been proposed which provides confidentiality to the images with the less
computation work. In the proposed method the key generation process is unique (EXOR) and efficient. Hence, block
scrambling is much quick and effective which gives the better results and is tested on MATLAB R2013a. In this paper
encryption with block based matching algorithm is achieved on various images and quality parameters such as MSE
and PSNR has been calculated, illustrated in tables. From the performance analysis it is found that this technique takes
less time for the whole process. This method can be extended in trying to handle multiple images instead of single
image.
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