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ABSTRACT: In this Paper, before applying the Steganography technique the secret message change into cipher to
ensure the double tier security. In the Proposed technique the encrypted data is hidden in cover image using Modified
LSB Technique. The Mean Square Error (MSE) and Peak Signal Noise Ratio (PSNR) measures the Imperceptibility of
the proposed technique. Experimental results show that the Stego image is usually indistinguishable from the cover
image.
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ILINTRODUCTION

In today’s world, the communication is the basic necessity of every growing area. Everyone wants the secrecy and safety
of their communication data. In our daily life, a huge amount of confidential data is being lost every year during
transmission by the intruders. Ciphering techniques are widely used to encrypt and decrypt data. But sometimes data
encryption does not seem enough and hiding of the data is needed more. The technique used for this idea is called
Steganography [1].

Steganography is a Greek word which means concealed writing. The word “stego” means “cover” and “grafia”
means “writing”. So in other words steganography is the science of concealing secret information into any digital media
such as images, audio, video etc. so that no eavesdropper can empathies this secret communication [2].

A steganography system consists of three elements: cover object (which hides the secret message), the secret
message and the stego object (which is thecover object with message embedded inside it).

The images are the most popular cover objects for steganography. The pixels have some integer value, based upon
the brightness or color. At each pixel information is hidden, depending upon the image size. For example in 1024*1024
image size, 1048576 pixels are available on which data can be hidden.

1. Steganography Techniques

There are several techniques to conceal information inside cover image [3].

1.1 Spatial domain technique

1.2 Frequency domain technique

1.1 Spatial domain technique: These techniques manipulate the cover image bit values to embed the secret
information. The secret bits are written directly to the cover image pixel bytes.

1.2Frequency domain technique: The transform domain techniques embed the message in the frequency domain of
the cover image.

2.Characterization of Steganography
In Steganography techniques a message embed inside a cover image. Various features characterize the strength and
weaknesses of a method.

2.1 Capacity

The capacity in data hiding indicates the total number of bits hidden and successfully recovered by the Stego
system.

2.2Robustness

Robustness refers to the ability of the embedded data to remain intact if the system undergoes transformation like
linear and non-linear filtering, addition of random noise, rotation, scaling and compression.
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2.3Undetectable

The embedded algorithm is undetectable if the image with the embedded message is consistent with a model of the
source from which images is drawn. Undetectability is directly affected by the size of the secret message and the format
of the content of the cover image.

2.AInvisibility (Perceptual Transparency)

The concept of Invisibility based on the properties of the human visual system. The embedded information is
imperceptible if an average human is unable to distinguish between carriers that contain hidden information and others
do not. It is important that the embedding occurs without a significant degradation or loss of perceptual quality of the
cover.

2.5 Security

The embedded algorithm is to be secure if the embedded information is not subject to removal after being
discovered by the attacker and it depends on the total information about the embedded algorithm and secret key [4].

There are many application of Steganography in the area of featured tagging, secret communication, covert
communication, copy right protection, military and intelligence agencies, TV broadcasting, Multimedia content
copyrights etc.

To measure the imperceptibility of steganography several metrics are used. The metrics indicates how similar or
different the stego image with the cover image is.

The following metrics are used

1. Mean Squared Error (MSE) is computed by performing byte by byte comparisons of the cover image and

stego image. The Computation expressed as[3]

MSE= —— 31 %Y (Fij — Gij)?

M: number of rows of cover image
N: number of columns of cover Image
Fij: Pixel value from cover image
Gij: Pixel value from Stego Image
Higher value of MSE indicates dissimilarity between Cover image and Stego image.
2. Peak signal to noise ratio (PSNR) measures in decibels the quality of the stego image compared with the
cover image. The higher the PSNR better the quality. PSNR is computed using the following equation [3].

PSNR=20log;, Peak — 10 log,q MSE
Peak: Maximum value to represent Pixel value, as in gray scale image the maximum peak value is 255.

ILLITERATURE SURVEY

In the literature, many techniques about data hiding have been proposed.

Walia et al. [5] one of the most common techniques is based on manipulating the least significant bit (LSB) planes by
directly replacing the LSBs of the cover image with the message bits.

Islam et al. [1] proposes a technique in which before applying the steganography technique, AES cryptography will
change the secret message into cipher text to ensure the two layer security of the message. Large data hide in Bitmap
image using filtering based algorithm, which uses MSB bits for filtering purposes. This method uses the concept of status
checking for insertion and retrieval of message.

Amirtharajan et al. [6] further proposes one such Symmetric key image encryption algorithm before embedding the
message in cover image for security purposes.

In this paper we take motivation from ref. [1, 5, and 6] and proposed a new technique for data hiding. In this technique
for double tier security encrypt the data using variable keys then hide data in cover image using modified LSB technique.
The modified LSB technique has more data capacity as compared to LSB technique and uses the variable keys for
encrypt data give more security as compared to symmetric keys used in ref. [6].
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I11. PROPOSED METHODOLOGY

In this proposed model, the RGB color cover image and gray scale image data are read simultaneously. After that
variable keys are extracted from cover image. For generation of stego image, encrypted algorithm is applied on cover
image to hide encrypted data.

To measure the imperceptibility of stego image, MSE and PSNR are calculated and compared with the existing

algorithms.
READ COVERIMAGE ]———»[ GENERATE VARIABLE KEYS ]
[ READ DATA ]_4,[ ENCRYPTED DATA ]
y

A

A 4

[ ENCRYPTION ALGORITHM ]

\4
[ STEGO IMAGE ]

Fig.1. BLOCK DIAGRAM OF PROPOSED ALGORITHM

PROPOSED ALGORITHM
1. Read Cover Image, Data Image.
2. Generate variable keys from Cover Image.
3. If (Data_pixel_value<246)
3.1 Data_pixel_value=Data_pixel_value+variable key
Else
Data_pixel_value=Data_pixel_value
4. Apply Modified LSB Steganography algorithm on Encrypted Data to hide in Cover Image.
5. Calculate Mean Square Error (MSE), Peak Signal Noise Ratio (PSNR) and Compare with Existing Algorithms.

IV. SIMULATION RESULTS
For the purpose of illustration, we have taken cover as Lena image of 512*512 dimensions and data of 128*128
dimensions as shown in Fig. 2 and Fig. 6. From the cover image we generated variables keys. After that the variable keys
are added to the data pixels as shown in example.

Example:

1. Cover Image Pixel values

246 199 285
99 186 240
100 138 155
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2. Generated variable keys from Cover Image

9
3. Data Pixel Values
250 230 180
135 100 140
167 248 195
4. Encrypted Data
250 239 185
144 106 140
167 248 200

The stego image is generated after hiding the encrypted data in cover image using Modified LSB technique, as
represented in Fig. 7
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Fig.2. Cover image (512*5125

Brgue? olE s | B Figure3 L= | B Figure 4 Ll i)

Fi Ec Vi Ins To Des Win He Fi Ec Vi In: To Des Win Hi ~ Fi Ec Vi Ins To Des Win Hi ~

NEds k£ "||DE@S[k[£- ~OSES 2L~

3

Fig.3. Planel Fig.4.Plane2 Fig.5. Plane3
Plane 1, plane 2, plane 3 represents the R (Red), G (Green), B (Blue) colours of the image. RGB is an additive colour

space and each of the numbers represents the amount of red, green and blue components in a colour.
In this paper extraction of the different planes of RGB image is done after that algorithm is applied on that.
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' Fig.7. Stego image (512*512)

To measure the performance of this method, the MSE (Mean Square Error) and PSNR (Peak Signal to Noise
Ratio) is calculated and compared with the existing algorithms in Table | and Table Il

TABLE |
COVER DATA MSE FOR MSE FOR
IMAGE SIZE EXISTING PROPOSED
SIZE ALGORITHMI3] | ALGORITHM
512*512 128*128 2.5 0.6228
2.5 -
2 -
15 4 M Existing
’ Technique
1 -
05 - lPropo.sed
Technique
0 T T T 1
MSE

Fig.8. Histogram for MSE
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TABLE Il
COVER DATA PSNR FOR PSNR FOR
IMAGE SIZE EXISTING PROPOSED
SIZE ALGORITHM]I3] | ALGORITHM
512*512 128*128 44dB 50dB

>0 M Existing

45 Technique

40 T : r » M Proposed

PSNR Technique

Fig.9. Histogram for PSNR

The lower the value of MSE, higher the value of PSNR (Peak Signal to Noise Ratio); it indicates that the image is
fairly of high quality and also is devoid of visual artifacts during retrieval.

V. CONCLUSION

In this paper for double tier security, the variable keys are generated and encrypted data is hidden in cover
image using Modified LSB Algorithm. The proposed algorithm has improved MSE and PSNR values as compared to
existing Modified LSB technique. Thus the algorithm built in this combination of steganography and cryptography is
personalized that it clues none but privacy and robustness.

VI. FUTURE SCOPE

As future work, other image Steganography algorithm are to be investigated such as varying the contrast or the
gamma level of the carries image, giving the communicating parties more options to parameterize their secret
communication. Also to increase hiding data capacity, video can be taken as a cover media and apply these all
techniques to video. Also, work can be carried on masking and region of interest on videos for more security.
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