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ABSTRACT: The proposed paper aims to create a virtual model for a newly developed data security algorithm which 

is implemented using the modified version of the Data Encryption Standard (DES) and Hamming (448,256) code 

techniques with message integrity test. The original DES operates on 64-bits data with 56-bits cipher key to produce 

64-bits encrypted data. Whereas the proposed work deals with the encryption of 256 -bits original data using 224-bits 

cipher key to produce 256-bits middletext and this 256-bits middletext is given to the Hamming (448,256) code 

encryption block to generate 448-bits encrypted data. The 256-bits original data has been recovered by decrypting 448-

bits encrypted data using the reverse order operations with respect to the encryption process. A s the key length is 224-

bits and the time required for the encryption is in the range of nanosecond (ns), the data security algorithm is resistant 

towards the brute-force attack and the timing attack respectively. In order to check the integrity of the dat a, the message 

digests are created at the transmitter and receiver ends and both the message digests are compared. If both the message 

digests are same, then the integrity of the data is preserved and if both are different, then the integrity of the data is lost. 

The proposed work can be implemented in the banking sector, telecommunication sector and military sector etc.  

  
KEYWORDS: Data Encryption Standard (DES), Hamming (448,256) code, Brute-force attack, Message digests, 

Integrity. 

I. INTRODUCTION 

                Cryptography is the process of hiding the content of the message by the process of encryption with or without 

the use of chip code. In this technique, the original message is converted into a message of unreadable format so that 

the attacker cannot access the original message easily. In the proposed work, the 256-bits original data is converted into 

448-bits encoded data using 256-DES and Hamming (448,256) code encryption techniques  at the transmitter end. In 

order to recover the original data at the receiver end, the reverse operations are done with respect to the algorithm used 

in the encryption process. The proposed algorithm is different from the existing algorithm in terms of number of data 

bits and design styles with logic in addition to the achievement of robustness and newness of the algorithm. The main 

goals of Cryptography are data confidentiality, data integrity and data availability. 
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II. PROJECT MODEL 

 
                     The project model describes the flow chart for the proposed project wo rk. The diagrammatic 

representation of the proposed work is given as follows: 

 

 
 

Fig 1:  Block diagram of the proposed design  

 

III. ALGORITHM OF THE PROPOSED DESIGN 

Step 1: At the transmitter end, 256-bits input data is given to the modified DES cipher block which generates 256-bits 

middle encrypted data. 

Step 2: The 256-bits middle encrypted data is given to the input of Hamming code encryption block which generates 

448-bits actual encrypted data. 

Step 3: The 448-bits actual encrypted data is transmitted towards the receiver end through the wireless channel. 

Step 4: The receiver receives 448-bits encrypted data and detects the bit error (if any) in the data and corrects the error 

in data bits (if any). 

Step 5: The corrected 448-bits encrypted data is passed through the Hamming code decryption block which produces 

256-bits middle decrypted data. 
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Step 6: The 256-bits middle decrypted data is given to the input of the DES Reverse cipher block which produces the 

256-bit recovered data and this data is the exact replica of the original 256-bits input data transmitted at the transmitter 

end. 

Step 7: In order to check the integrity of the data, two message digests such as MD1 & MD2 are created both at the 

transmitter and the receiver ends. 

Step 8: The two message digests are given as the inputs of the data integrity test unit and if MD1 is equal to MD2, the 

integrity of the data is preserved and if MD1 is not equal to MD2, then the integrity of the data is lost.  

 

IV. SIMULATION RESULT AND DISCUSSION 
 

The VHDL code of the proposed design is written and simulated using Xilinx ISE 9.2i software and the desired  

simulation result has been obtained. The simulation  result of the proposed work is given as follows: 

 

 

Fig 2:  Simulation result of the proposed design  

 

VI. CONCLUS ION 

 

                     It is concluded that the proposed work is best suited in the field of data security to provide p rotection to 

the 256-bits digital data from unauthorized access by using newly developed data security algorithms . It is resistant 

towards the brute-force attack, timing attack which makes the algorithm more robust. The VHDL code of the proposed 

design is compiled, synthesized and simulated using Xilinx ISE 9.2i software. The maximum combinational path delay 

required to convert 256-bits original data into 448-bits encrypted data is 6.556 ns. 
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