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ABSTRACT:This paper discusses the design and implementation process of a security system that is microcontroller
based and that is applicable at residential homes or small commercial buildings such as offices. The system is GSM
based a wireless technology that consumes very small amount of power. A microcontroller has been used to save the
instructions (the program code) that will be sent to the home owner in case there is a breach of security at the premises
where the system is installed. Other peripherals working in conjunction with the microcontroller are LEDs, power
supply unit, a PIR motion detection sensor and a Global System for Mobile Communication (GSM) Module. The
microcontroller is placed on an Arduino board from which the other peripherals are connected. The PIR sensor detects
motion and its output becomes high, detectable by the microcontroller which in turn sends a signal to the GSM module.
The module then places a call to the premise owner to alert about a possible intrusion. This report details the design
procedure and implementation of the system by analyzing similar systems under literature review. The system is first
simulated through Proteus software and the results discussed. The design and implementation of the hardware and
software have then been discussed.
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I.LINTRODUCTION

Given that security has become a worldwide concern, the number of security firms has been on the increase. These
firms have come up with innovative ways of securing homes and offices. The system designed here is an innovative
way of detecting an intrusion and alerting the concerned parties, that is, the owner and/or the security firm, about the
intrusion. The system is microcontroller based and is a wireless, GSM based communication approach with very low
power consumption. The system secures the entry points into the house or office through magnetic relays connected to
sensors that are used to relay signals through a public telecom network [1]. The system does not deter the intruder but
alerts the concerned persons about the intrusion and the persons will take action based on the information sent to them

2.

The paper is divided into two main parts integrated to function as one. The first part detects when there is motion
detected at the point of entrance into the premise where the system has been installed. The second part revolves around
the GSM Module. This part is used to relay information to a handheld communication device, that is, a mobile phone or
a tablet, to the home owner or the security firm. The receiver of the message is then supposed to initiate the next course
of action, such as, deploy security personnel to the location [3], [4].

The trending culture in modern home designs is home automation. This is being done to facilitate a flexible and
comfortable living experience for the new home owners. Part of the home automation is an improved home security
system. While people work hard and invest a lot to furnish their houses and keep hard earned valuables in their homes,
several others opt for the shorter route of stealing. Thus, home owners are willing to go an extra mile to secure their
property. This forms the backdrop of this project, aiming to come up with a means of securing the home through the
various points of entry, that is, it can be at the doors or the windows. Conventional key and lock padlocks are being
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phased out with smart systems. These systems are able to detect unauthorized entry and alert the property owner in real
time. This is a much bigger and preferred improvement over the traditional big padlocks that cannot deter intruders.
Thus, this paper seeks to contribute to this growing sector of automated home security systems.

The main aim of this paper is to come up with a home security system that can alert the home owner in real time in case
there is an intrusion at the house. For this main objective to be achieved, three specific objectives were developed and
cumulatively contribute to the overall achievement of the main objective. These specific objectives include;

1. Toanalyze and evaluate existing home security systems in terms of their cost and efficiency and come up with
an accurate, low cost alternative

2. To evaluate how a mobile based system, GSM, can be integrated into a security system to create a real-time
awareness to a home owner

3. Todesign, to build and to test a prototype of the solution proposed in the first subjective.

While similar systems may exist in the market at the moment, they are quite costly and are not simplified to be very
user friendly. This research aims to redesign such a system usinglocally available materials and simplified
programming that makes it low cost and user friendly. The merits can be summed up as follows;

e Easyto Use The use of LED to display the status of the door (either locked or unlocked) is a very simple and
low cost means of checking the door status. The use of GSM, and thank to technological advancement, is a
simple yet reliable means of relaying information and covered all part of the globe thus the home owner is not
limited to access alerts by his location away from the house.

» Portable The design developed is a small size and light weight prototype. This makes it easy to carry about
and install anywhere the home owner may feel is necessary to secure.

* Low Cost / Affordable The prototype is made up of simple electronic components that are readily available
and the microcontroller used is low cost. The impact is that the overall project cost is reduced and made fairly
low thus the prototype becomes affordable to many households.

I1.LITERATURE REVIEW

Automation of security systems can be traced way back with the development of electronic circuits in the early 20th
century. Some of the systems were restricted to the military and were not accessible by the public. But with the
advancement in technology, access to electronic components used to design the systems were made easily accessible
and private security firms, mostly started by those who served in the military, started cropping up and selling these
solutions mostly to the rich in the society. This section will review the development of automated security systems and
how, of late, they have now been integrated with mobile communication gadgets [3]. Home automation can be taken
to be the use of computers to control some functions at home, and this could be done either within the proximity of the
home or remotely when one is far away from home [5]. Some of these functions include switching ON and OFF of the
lights, operating a water sprinkler for lawn, heating and cooling the house, closing and opening the window curtains
among many others. Such a home where these activities are automated is called a smart home [6]. A home automation
system basically consist of a computer which is the central command station and other peripherals such as stepper
motors and relay switches connected either by wires or wirelessly through a high speed internet connection [7], [8].
Such systems usually have a power backup of their own to ensure continuity when there is a power interruption.

A. History of Home Automation and Home Security Systems

Nicola Tesla is credited with having coming up with the first remote control when he showed that he could control a
boat from the shores of a river in 1785 [9]. There were a series of developments based on this technology and later in
1898, the first automated factory, a flour mill, was developed. The growth was rather slow between then and the
beginning of 20th century when electronics began to take shape. The development of the computer gave way to
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complex security systems whichwere encrypted with passwords that made them more reliable. However, the cost of
developing these systems and maintaining them was relatively high and thus the systems were limited to the wealthy in
the society. However, with advancement in development of integrated circuits (ICs), their mass production has really
reduced the cost per unit and they have been made readily available to the population masses [10], [11].

B. GSM Based Technology

GSM, a French word for Groupe Spciale Mobile is a standard Global system for mobile communication. GSM was
developed by the European Telecommunications Standards Institute (ETSI) to describe protocols for second-generation
(2G) digital cellular networks used by mobile phones [6]. GSM was first deployed in July 1991 in Finland and since
then, it has been improved in stages (or generations) and currently, the fifth generation (5G) is being introduced in
some parts of the world [12].

1) Advantages of GSM: There are several benefits that come with the GSM mode of telecommunication as given by
[13] These include;

e It has an improved spectrum efficiency.

e International roaming; It is global and this means one can roam with one phone to any part of the world.

e Itis low cost in terms of the maobile sets used and setting up the base stations (BSs).

o It allows for several services to be integrated other than just speech, for example text messaging and internet
services (data services).

2) GSM and Home Security: There are several systems that have been developed that are capable of communicating
re- motely through mobile phones when certain pre-set parameters are violated. This kind of technology finds
application in many fields, and one of them is home security [14]. A system can be set up to notify a home owner
when there is a breach into their home. This project is based on such a system. The level of complexity ranges
depending on the level of security needed. In this case, the project aims to come up with a very simple, low cost and
efficient option that is easy to use and can be applied to any home [15].

11.SYSTEM COMPONENTS

The aims of the paper to create a low cost yet effective GSM based intruder alert for homes. It is composed of 3 basic
modules, namely;

1) The micro controller
2) The GSM module
3) The PIR sensor

A. System Block Diagram

Figure (1) shows the main component that make up the prototype. The microcontroller on the Arduino board is the
brain of the system and is what links all the other components. It is powered by a 9V dry cell alkaline battery which is
the power supply for the entire system. The components are low energy consumers thus the battery is sufficient to
power it. This has the advantage that it ensures continuous operation of the system even during power interruption
since the power source is independent of the mains power. The LED indicates the battery level, that is, it lights green
when the battery level is between 6V and 9V, lights orange when the battery level is between 4V and 6V and lights red
when the battery falls below 4V. The Arduino board regulates the power supply to 5V for operation thus low battery
below should be replaced. The PIR motion detection sensor is the key trigger in the entire set up. When it detects
motion for a long time, it sends a signal to the microcontroller. The GSM module is fitted with a SIM card to
communicate to the home owner. There is an optional buzzer that can be added depending on whether the owner would
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want it or not, that is, the buzzer can be a deterrent to the intruder as the noise can alert the persons in the house or it
can be done away with such that the intruder will not know their activity is being detected.

POWER
v
PIR Motion LED
Detection [#=] MICROCONTROLLER
Sensor INDICATOR

v
—)l BUZZER
GSM p{ CELL
PHONE

Fig. 1 System Block Diagram

B. System Components

1) Arduino UNO Board: Arduino is an open-source platform for prototyping used by students for fairly low level
programming because of its ease to use and simplicity. The Arduino Uno board is programmed through the Arduino
IDE. This offers a flexible means of writing and uploading codes to the board through a PC. A microcontroller,
ATMEGA 328, is mounted on the board and it is where the codes are uploaded. The controller is the logic unit of the
system. It monitors the PIR input and instructs the GSM module to place the call to the predefined mobile number.

Fig. 2Arduino UNO Board

2) Arduino Uno Microcontroller (ATMEGA 328): This is a 28-pin microcontroller as depicted in figure 3 below. The
pin configuration of the microcontroller is explained below;

e Input and Output There are fourteen digital pins and five analog pins. The digital pins are labelled DO to D13
while the analog pins are labeled A0 to A4. These pins can be configured to act as either inputs or outputs
depending on the programmer’s design. These pins operate on a 5V dc and maximum current of 40 mA with
their resistance values ranging from 20 KQ to 50 KQ. The analog pins have 10 bits (210) resolution, meaning
that they can offer 1,024 different values.
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e Transmitter and Receiver Pin 0 (RX) is the receiver pin while Pin 1 (TX) is the transmitter pin. These two are
used to carry TTL serial data.

o Interrupt and Trigger Pins 2 and 3 are the interrupt pins. They are used to trigger an interrupt when they are on
a low value .

e Pulse Width Modulation, PWM There are six PWM pins, which include pins number 3, 5, 6, 9, 10, and 11.
These pins provide an 8-bit PWM output.

e RESET The reset button is used to bring down the entire board (the pins of the microcontroller) to a LOW.

3) The PIR Sensor: PIR is an acronym for passive infrared.

The sensor is used to detect any motion in front of it. The working principle is based on the fact that all living beings
with a positive body temperature emit radiations. These are the radiations that the PIR sensor picks up. The sensor has a
digital output which is HIGH in the presence of an intruder. This digital output is connected to one of the digital inputs
of the micro controller.

3) The PIR Sensor: PIR is an acronym for passive infrared.

The sensor is used to detect any motion in front of it. The working principle is based on the fact that all living beings
with a positive body temperature emit radiations. These are the radiations that the PIR sensor picks up. The sensor has a
digital output which is HIGH in the presence of an intruder. This digital output is connected to one of the digital inputs
of the micro controller.
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Fig. 3. AT Mega 328 pin Layout
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Fig. 4. The PIR Motion Detection Sensor

4) The GSM Module - SIM 900A: This paper uses the SIM 900A as the GSM Module. The Sim900A is a second
generation (2G), two-band device operating on a frequency range of 900 to 1800MHz. this module has 2 built in RS232
serial ports. One port is used for common communications mostly between a PC and the module itself. The other port is
also an RS232 serial port and is considered as a ”service port”, meaning that it is primarily used to debug the module
and to upgrade the firmware. The purpose of this module is to achieve communication with the preset handset. The user
defines a mobile number to which intrusion messages are sent to. AT commands are applied here to achieve this link
once the controller instructs the GSM module to do so.

5212 port | TTL lavela)
ST [ T | anD)
SR | B | GND
Install jumpers 10 ute
RL252 port

Remove jumpers to
uie TTL RS202

Fig. 5. GSM Module

C. Circuit Diagram

Figure (7) shows the circuit diagram of the prototype and how the pins are configured. The power supply for the circuit
is a 9V alkaline battery. The circuit however uses 5V. The reason we are using a 9V battery is because it has more
charge and will supply power for a longer time. The voltage will reduce with time from 9V to around 4V but by this
time, the LED indicator will show low power. Also, there is no standard 5V battery in the market so we go for 9V
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rather than 6V. The LM7805 is a voltage regulator IOC which ensures the voltage at its output terminal is always 5V
despite the variation on the battery. Capacitors C2 and C5 are used to smoothen the output and ensure steady DC. R3 is
a limiting resistor for the LED (D1). The GSM module takes power directly from the output of the voltage regulator
(VCC and GND) and so does the microcontroller. The operation of the module is controlled by the RX pin (receiver
pin) which is powered by the microcontroller. The PIR sensor is equally powered by the voltage regulator but
controlled through the receiver pin (OUT) connected to the microcontroller. Switch S1 is used to reset the
microcontroller. Capacitor C4 ensures that there is steady voltage for the GSM module while resistor R1 is a limiting
resistor for the microcontroller

L A T T
R

Fig. 6. GSM Module

D. System Flow Chart

The block diagram in Figure (1) shows the components and their connection. For the system to operate as required,
instructions have to be fed to the microcontroller. The instructions have to follow a certain logic, and this is what is
summarized in Figure (8) below, the system flow chart. When the power supply is switched ON, the Arduino board and
the GSM module are initiated and reset to LOW. The PIR sensor then detects the surrounding temperature for about 2
minutes and registers this as the base temperature for comparison. As the temperature of the surrounding varies, the
output of the sensor will change from LOW to HIGH. But to avoid interference from changes in temperature emanating
from air circulation in the atmosphere, the variation range has been set to slightly high (40C since the atmosphere
cannot vary with such a wide range in just seconds or a minute). The temperature variation under consideration in this
case is on the positive scale, meaning increase in temperature that results from body radiation. As explained, a living
being emits heat through radiation which can be picked by the PIR sensor. If this temperature change is sustained for
more than a set time, 5 minutes in this case, then a signal is sent to the GSM and the module initiates a call to the owner
to alert of a possible intrusion.
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Fig. 7. The Circuit Diagram of the System

IV. DESIGN IMPLEMENTATION, TESTING AND RESULTS

This part of the paper discusses the components making up the different sections of the prototype as illustrated in the
system block diagram. These are the electronic components that make up the hardware of the prototype.

A. Operation

Figure 8 shows a complete set up of the prototype. Once the power supply is connected, the design is good to go. The
PIR sensor is the key trigger for all the subsequent events. It senses the difference in radiant heat levels emitted by
surrounding objects, also called infrared radiation. The sensor is quite accurate up to 30 feet away (6 meters). When
there is nobody (a living being, could be a person or an animal) in the line of sight of the sensor, the output pin will be
LOW. When a heat radiating body is placed at the line of sight, the sensor will need about 20 seconds but can vary up
to 60 seconds to warm up, a process called settling. This settling time is used to calibrate the sensor according to the
environment before stabilizing the infrared detector. During the settling time, there should be no change in the radiation
detected, that is, the ling being should be still and not move. If there is motion, the sensor can not calibrate and this
triggers the output pin to a HIGH. The output pin of the sensor is connected to a microcontroller pin that has been
configured as an input. A change from LOW to HIGH at the microcontroller input pin triggers a HIGH at the output pin
connected to the serial communication port through which the GSM module is connected. The microcontroller then
activates a call to the home owner through the GSM module. The module has a SIM card that is registered with the
local telecom service provider. The home owner’s number is programmed into the microcontroller. One limitation of
the sensor chosen was noted to be that it would go low from time to time even when there was motion. In order to
correct this, since the microcontroller would interpret this as no motion, the microcontroller was programmed to ignore
the LOW signals which lasted for less than five seconds. The result of this is that the microcontroller would treat this as
motion and ensure a continuous HIGH at the output.
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Fig. 8. System Flow Chart

B. Implementation

The connection of the components, that is, wiring, is as shown in Figure (9) below while Figure (10) shown the proto-

type which has been implemented in this paper.

=5 l | D

Fig. 9. Final Prototype Circuit Layout
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Fig. 10. Final Prototype Circuit Implemented

C. Testing Results

There were three points of tests for this project, and these were;
1) The practicality of the temperatures set for actuation of the output pins.

2) The practicality of the times that are set in the program for heat detection
3) The overall performance of the prototype - that is, if it could make the call to the set number

The test was carried out at three different times of the day, in the morning, midday and late evening. The information
gathered was tabulated as follows; The forearm was used as the part of the body brought close to the PIR sensor. The
response time in this case refers to the time from when the arm was stretched in front of the PIR sensor and when the
telephone to which the GSM module placed the call rang.

TABLE |
TESTING RESULTS
Proximity
Time of | Atmosphenc | Wind of the body | Response
the day temperature | Speed from the time
PIR sensor
Tam 14°c 4 mph 2 meters 316 sec
I pm 25°C 7 mph 2 meters 757 sec
Tpm 21°C 5 mph 2 meters 540 sec
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It was observed that the response time increased with increase in temperature of the atmosphere. The possible
explanation for this is that when the atmospheric temperature is low, then the PIR sensor is able to detect easily the
body temperature and will send the signal for the call faster. When the atmospheric temperature is high, the PIR sensor
will have difficulty detecting the temperature difference between the body and the surrounding. Also, the wind factor
can be considered as a contributing factor. At high speeds, the wind cools off the body surface thus the PIR sensor
cannot easily detect a body radiating heat.

From the test results, it is clear that the prototype is not a one- off solution as it is. Its performance is affected by some
external factors, such as atmospheric temperature and wind. It would be recommended that the prototype, and more so
PIR sensor itself, be installed in an enclosed area with no wind blowing. Also, if the system is being used to secure a
door, the sensor should be placed as close as possible to where the intruder is likely to spend more time so that the
sensor can get a constant reading to trigger the GSM module. The time recorded at 1pm (12 minutes) may be more than
enough for some intruder to break in before the sensor can pick the motion.

VI.CONCLUSION

This paper has described how a microcontroller and a PIR sensor can be used with a GSM module to alert a home
owner of an intrusion into their property. The materials used and the design itself are fairly simple and this has made
the project easy to implement and low cost to obtain. The objectives set out in this paper have been achieved and the it
can be termed as a success. The design, as it is, does not secure the premise of the owner. It only serves to alert the
owner. The system can be improved further by introducing a buzzer or siren to also alert the neighbors. Also, a relay
can be used to trigger a magnetic lock mechanism that can be used to reinforce the door lock if an intrusion is detected.
That is, a part from just sending the signal and calling the owner, a siren can alert the neighbors if the owner is not near
the house at the time and a magnetic lock can be triggered to reinforce the door lock. The recommendations on possible
ways the system performance can be improved to make it more robust and practical.
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